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DATE : 1 November, 1995

SUBJECT

C Reference
A. 3000.10 (OPS) dated 30 Oct 95.
L Attached please find a new programme in respect of the above-mentioned subject .

2. Submitted for your action.
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APPENDIX

PROGRAMME FOR THE FORCE COMMANDER’S CONFERENCE

15 NOV 95
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TIME

ACTIVITY

REMARKS

1000

WELCOME ADDRESS BY
OC MALICOY

5 MINS

SECURITY BRIEFING BY
SECTOR 34 COMD

10 MINS
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FC’s REMARKS

"

SECTOR 1 COMD

SECTOR 2 COMD

SECTOR 3 COMD

SECTOR 4 COMD

"

SECTOR 5 COMD

”
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”

CO CMSG

”n

OC FORCE ENGR COY

”

G2 PRESENTATION ON IWAWA OPS

”

FC’s CONCLUDING REMARKS

1200

LUNCH

1400

HELI DEPARTURE




UN RESTRICTED | o W

FROM ;o Alggs—— EESaees . 10(0PS)
70 : MILITARY & CIV PERSONNEL <
INFO - SRSG
MA TO FC
MA TO DFC
SUBJECT

1. All are informed that above briefing will not come on rather there will be FC's
briefing 1o the UNA - USA visiting team from 0800 - 0830 hrs same day.

2. All are to note.
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LIST B & 95 CMSG . 3000. 10(0PS)

ma’ e

PA TO SRSG
MA TO FC

MA TO DFC

ASST TO CAO

CIV POL COMMISSIONER
MILOBS GP HQ

There will be no Morning Prayers (Briefing) tomorrow 21 Oct 95,

2. Normal Working hours must however be observed and all are also reminded of the
Scheduled sporting activities Jor the same day.
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INTEROFFICE MEMORANDUM /L;

TO ALL OPS BRANCH STAFF OFFRS
FROM DCOS (OPS)

FILE 3000.10(OPS)

DATE : 4— SEP 95

SUBJECT : STAFF INGS /CONFEREN

i 8 STAFF MEETINGS/CONFERENCES will be held twice every
month in Briefing Room. e

- Conference will be held on every first Wednesday and ,
the last Wednesday of the month.

3. The Conference will start at 1000 hrs each Confemnce
day and end at 1100 hrs. ;

?COS(OPS)

C.c
(y\k Rk w\ok‘-'

UN RESTRICTED




e 03 PLAVS |

UN_RESTRICTED 9

s

. MINUTES OF THE SECTOR COMMANDERS’ CONFERENCE

HELD AT SECTOR 1B GITARAMA ’]\L]

ON 25 AUGUST 1995

Present: Ambassador S. Khan SRSG Special Guest
Col Maj A. Tomia DFC/CMO Chairman
Col C. A. Nelson DCMO Member
Lt-Col M. Ahsannulla SO0 "
Lt-Col E. Castro Comd, 1A L
Lt-Col R. V. Blanchette Comd, 1B "
Lt-Col E. A. Mahachi Comd, 2A L
Lt-Col R. M. Manzl Comd, 2B L
Lt Col Nestor Sainz Tranto Commd, 3A
It Col D.J.K.2kplor Commd, 4 "
Lt-Col V. Belski Comd, 5B b
Lt-Col B. Coulibali Comd, 5C u
Lt-Col G. Adjei SMPO "
Maj K.B.S.Sirohi Act Commd 1
Maj Z.Alam Act Commd "
Maj H. P. Zimba SLOGO &

In attendance:

Lt-Col T e FOX CHAO

S/Supt D. S. Njase CIVPOL

Lt-Cdr Y. D. Gunat G3 Med

Maj M. Fensom FMO

Maj S. Saklayen SO to DCMO

Maj R. Munir Khan Sig Offr

Maj H. Oueslati Ops Offr, 1B Secr
Maj G. Dube Team Ldr, 1B Secr

ITEM 1. WEILCOME ADDRESS BY COMD SECTOR 1B

4 Lt-Col Blanchette welcomed all present and gave a
short history of Kabgayi and its place into the modern
Rwandese history.

IT 2. OPENING REMARKS BY THE TRMAN

- The chairman made his opening remark in French. He
expressed his honour to have the SRSG present and
explained the purpose of the monthly Sector Commanders’
Conference. Within two weeks of the mandate half point,
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the Chairman said that it was a good time to review our
role and efficiency.

3. He covered the following points:

a. The situation in Rwanda is improving and the
international community is paying a lot of
attention to Rwanda;

b. The economy is picking up but inflation is
felt;

c. The security situation is of concern but it is
understandable when considering the war trauma
syndrome;

d. The suspension for one year of the arms embargo
has incited Zaire to threaten and to actually
forcibly return refugees to Rwanda. The Chairman
invited Milobs to pay particular attention to the
gathering of information related to this movement
of population;

e. The risk of an external attack has diminished;

f. The slow pace of reconciliation raises the
specter of internal insecurity and the justice
system is at the centre of the challenge. The
various actors of the judiciary are slowly moving
into position and some international help is being
made available to speed up the process; and

g. UNAMIR is doing its tasks according to its
mandate.

ITEM 3. REMARKS BY THE SRSG

4. The SRSG stated that he trusted the assessments
made by Milobs and that his decisions were often based
on such assessments. The SRSG stressed the need to
establish good relations with Rwandese authorities in
relation to the new mandate. He emphasized the
importance of the following points on which he would
like to receive specific feedback:

a. The improvement of the penitentiary system;

b. The return of refugees (which he had discussed
with the Rwandese President);

c. The delay in pledges made by the international
community to assist the Rwandese government (not a
point that Milobs can influence);

d. The difficulties with the reconciliation
process; and
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e. The possible enlargement of existing transit
centers and eventual establishment of new centers.

5. At the end of the SRSG’s address, the DCMO asked
the SRSG to comment on the mine problem in Rwanda. The
SRSG advised that the issue was tackled by the US
demining team since UNAMIR engineer resources are too
Jimited.

ITEM 4. DCMO’S REMARKS

6. The DCMO introduced two of the Sector Commanders
who were not present at the last conference, namely Cdr
Sector 2B (Lt-Col Manzl) and Cdr Sector 4 (Lt-Col

Akplor).

ITEM 5. REMARKS BY COMMANDER SECTOR 1A

7. The Sect Cdr reported that the operational
situation in sector 1A has changed drastically for the
better as most locals and RPA have become more friendly
with UNAMIR personnel.

8. Problems in the sector are:
a. Lack of funds to pay government workers;

b. Poor road network linking the various communes
making difficult the monitoring of the development;
and

c. Lack of resources for the reconstruction of
various infrastructure.

9. Returnees into the sector are gradually integrating
themselves into their home communes. Some arrests
linked to the genocide and banditry have been reported.
Most of the returnees have lost almost all of their
property. '

10. The Sect Cdr cited the words of the Ugandan
President who stated that the division between the Tutsi
and Hutu was caused by those whom he called exploiters
who support "a divide and rule system" to fulfil their
interests. The Ugandan President also encouraged the
Rwandese to stay together as one to improve the economy
of the country.

11. In concluding, Lt-Col Castro underlined the
following problems:

a. The repatriation of Milobs and posting early in
August caused a lot of changes in key personnel in
the Sector; '

b. The Sect Comd requested another six vehicles to
be able to operate smoothly; and
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c. His new offices require some cooling system,
toilet facilities closer than those at INDBATT and
a fridge to store cold water.

ITEM 6. REMARKS BY COMMANDER 1B

12. The Sect Cdr stated that in general, the situation
Jdn the sector was tense due to numerous killings,
arbitrary arrests and acts of banditry. The population
shows signs of insecurity throughout the Gitarama
prefecture. The RPA does not have the support of the
population at large and the local RPA Bde Cdr admits
that he is not "winning the battle for the hearts and
minds".

13. The Sect Cdr stated that the most significant
problem in the prefecture is still the overcrowding of
the Gitarama prison. No serious improvement has taken
place since the movement of 225 prisoners to Nyanza
prison on 14 July 95. Human Rights representatives have
indicated that a movement of more than 2 000 inmates was
being considered to the temporary detention facilities
in Kigali in the first weeks of September. This will be
a major undertaking for this sector’s resources which
will need to be reinforced for the task at hand.

14. Since the last report, the most important change in
the prefecture has to do with increased pressure from
FRGF forces or its fifth column. Several acts of
sabotage have now been investigated and confirmed by
Milob teams. They are mostly related to the electrical
network where expensive transformers are emptied of
their oil, turned on and burnt. Eucalyptus forest
burning has also been reported. 1In line with what could
be construed as "economy sabotage", it was also reported
that peasants are instructed and pressured not to
produce more than what they require to survive. Large
towns then lack supply and prices go up, as noted
throughout the country.

15. In the same vein, deep FRGF incursions into the
northern communes have been reported and confirmed by
milob patrols which have verified the information with
locals. This new factor was initially reported by the
RPA Bde Cdr who was explaining why they had "slightly
tightened the screw". The alleged FRGF patrols are
apparently not armed to facilitate their movement but
they are travelling with radio equipment.

16. The minister of the interior’s announcement
concerning the disbandment of "local defence forces",
made on Radio Rwanda during the weekend 12 and 13 august
95, is not being followed in this prefecture. The
prefet does not seem to want to make waves about the
fact that the LDFs may have been disbanded de jure, but
de facto they are alive ‘and kicking. Citizens night

4/18
UN RESTRICTED




UN RESTRICTED

patrols are still sent in the various sectors where
banditry is suspected. It turns out, however, that
these patrols are often accompanied by RPA soldiers and
proceed with arbitrary arrests at night time. The RPA
Bde Cdr, Lt-Col Kayonga, who is also chairing the war
counsel (military tribunal for serious offenders from
the rank of private to captain inclusive), is only
paying lip service to the disbandment order. He was
YTesponsible for the training of this personnel but, as
he puts it, that is where his input ended since the LDFs
were paid by the communes. The Minister of the
Interior, to say the least, is not a popular man with
the RPA.

17. There has also been a lot of pressure being exerted
on various civilian authorities. At the top level, the
Prefet is obviously heavily relying on UNAMIR observers
to provide him at least an "institutional protection®.
In that respect, he often visits the Sector 1B HQ and
seizes every opportunity to be seen with UNAMIR. The
murder of the Ruhango sous-prefet has made a serious
dent in whatever little confidence the political class
had. The dismissal of the Mugina bourgmestre by the
Minister of the Interior was seriously contested through
organized demonstrations which could have easily turned
violent. The bourgmestre of Bulinga commune is now
fearing for his life, following his decision to dismiss
his IPJ who was accepting bribery.

18. 1In Kabgayi, a clear tug-of-war is being witnessed
between the RPA and the Catholic Church. 1In the
aftermath of the killing of a priest in Taba commune,
this tension was crystallized with two arbitrary arrests
which were cancelled following interventions by the
Bishop directly to the Prime Minister. The Bde Cdr, in
a private conversation, said that he considers the
Bishop to be Interhamwe. Obviously, the RPA keeps a
close eye on Kabgayi which is seen as a hotbed of
nationalist Hutu intellectuals.

19. On the humanitarian scene, there has been little
change since the last report when it was reported that a
critical point had been reached where supply can no
longer meet demand. There is a growing sense of
frustration at the bourgmestre level which translates
into more difficulties in obtaining information or
visiting commune cachots. From Sector 1B’s perspective,
however, the transport support provided by INDBATT
resources has been outstanding. A monthly coordination
and security meeting with NGOs has been
institutionalized and has proved to be a success.

20. As requested, complete updated statistics
concerning returnees were provided to Milob HQ. These
numbers are being constantly reviewed everytime commune
offices are visited. With regards to the upcoming wave
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of returnees, the local population shows mixed emotions,
that is to say happiness of possible reunions but fears
of reprisal. No major changes are reported on the
situation of returnees, IDPs and rescapees.

21. As explained in the last report, it is difficult to
make such an assessment which is obviously based on "gut
feeling". The lifting of the arms embargo has obviously
changed the strategic or at least the operational
disposition of the sub-region. The Zairian decision to
force the return of refugees is speeding up what
ultimately needs to happen but the risk of "slippage" in
conducting these operations, both in Zaire and in
Rwanda, is high. The RPA Bde Cdr is of the opinion that
the RPA is facing a stiff disciplinary challenge but
that they can be up to this challenge, just like they
did during the war.

22. Sector 1B was privileged with a UNHCR sponsored
seminar on arrest procedures and this subject is
obviously the corner stone of an %“orderly
reconciliation”. Milobs should be very familiar with
the distinction between an arbitrary arrest and an
illegal arrest. At all levels, milobs are sending the
clear message that illegal arrests will continue because
of a lack of means but that arbitrary arrests must stop.
To achieve this, the RPA must use their newly installed
IPJs and be familiar with what constitutes an illegal
arrest. 1In parallel with this, Sector 1B has a serious
problem with a complete void of gendarmes. The Prefet
is working hard at obtaining the deployment of a
gendarme group in the prefecture but progresses are
slow. The current national recruitment of communal
police is seen as an encouraging sign but locals do not
foresee the RPA conceding too much of its authority.

23. The Ugandan President’s visit has been perceived,
at least in this very politicized prefecture, as a
reflection of the sub-region’s instability. The
increasing pressure from the neighboring countries adds
to the expectation of renewed fighting. Both the FRGF
and the Rwandese government are exaggerating the risk of
invasion, thus creating what is labelled as a "war
dynamics". This results in a climate where both Hutu
and Tutsi can hardly consider reconciliation when rumors
of war are looming.

24. The level of tension in the population can still be
perceived through casual discussions. The impression
that worse days lay ahead of them is quite symptomatic
of a very slow reconciliation pro&ess, perhaps even a
regressing one.

25. The departure of all Mali Coy troops from sector 1B
has been delayed with the 63 soldiers remaining in
Kabgayi. The transition to the new perimeter, much

6/18
UN TRICTED




UN RESTRICTED

smaller, with the very walls of the Petit Seminaire, is
going smoothly.

26. Sector 1B is now manned with only 21 officers and
its strength will go down to 17 as of 26 August 95, that
is to say only 60 % of its authorized strength. The
Sect Cdr expressed hope that the reinforcement plan be
known as soon as possible.

27. There is a certain amount of uncertainty concerning
the FC’s letter dated 7 Aug 95 that expressed that "all
sector MILOBs are under direct command and control of
the formed troop (sic) Commanding Officer™. This letter
was not followed by any change of situation on the
terrain but it would be advantageous to clarify the
command and control relationship, especially if the
theater of operations "heats up" in the future.

28. Lt-Col Blanchette concluded in saying that he has
now completed his observation period and that there was
a clear feeling amongst Milobs that a lot of action lay
ahead of thenm.

ITEM 7. REMARKS BY COMMANDER 2A

29. The Sect Cdr explained that the situation was
relatively calm. Relationships with local authorities
and other agencies are very cordial and the general
security situation has tremendously improved. The
prefecture has not yet been affected by the exodus of
refugees from Zaire.

30. Developments and projects are road construction,
rehabilitation of schools, health centers and drilling
of bore holes. There are three orphanages in the
prefecture.

31. There is a tremendous improvement of the general
living conditions in most of the communes in the Sector.
There is a continuous flow of returnees from the
neighboring countries. Their accommodation is provided
by UNHCR, WFP and ADRA whilst on transit. Milobs
continue to monitor the returnees in their new places of
settlement to ensure that they are peacefully integrated
into the community.

32. Problems that are common to all communes are lack
of essential services such as potable water and
electricity. There is a lot of loose explosive ordnance
and unmarked mines in some communes, thus resulting in
the injury or death of livestock and human beings.

33. The only computer and fax terminals allocated to
the Sector often break down and create serious delays in
reporting. Three of the vehicles allocated to the
sector have been in the workshop since April 95.
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Manpower shortage has also hit Sector 2A due to a large
number of Milobs who have been repatriated without
replacement.

34. Lt-Col Mahachi concluded by recommending that
additional computers be allocated to his Sector, that
the replacement of repatriated Milobs be speeded up and
that cannibalization be authorized to facilitate the
Yepair of vehicles that have been in the workshop for a
long period.

ITEM 8. REMARKS BY COMMANDER SECTOR 2B

35. The Sect Cdr reported that the security situation
in his sector is more than calm and that it is actually
peaceful. He left his written text to talk about the
history of his sector and some of the peculiar
inhabitant of the swamps which make the largest part of
his sector. 1In his written report, the Sect Cdr
explained that the rate of intimidation and
indiscriminate arrests of locals has been reduced.
However some cases of infiltration by armed elements of
the FRGF, with the aim of taking their relatives to
Tanzania, have been reported.

36. In response to an anticipated FRGF threat, the RPA
has deployed its troops along the Southern border with
Burundi and Tanzania. The relationship between UNAMIR
and the RPA has improved considerably.

37. So far, 1574 returnees have been registered in
August. Their overall condition is quite satisfactory.
They face problems of accommodation and a shortage of
cultivation equipment. Returnees are being assisted by
NGOs in terms of health, educational aid, food
distribution, reunion of lost family member and
establishment of local cooperatives. There have been
positive signs of reconciliation between the two ethnic
groups.

38. The Sect Cdr expressed the same concern about the
command and control of Milobs and Formed troops as
expressed by Cdr Sect 1B. He explained that he loosely
interpreted this letter since he could not understand
how the Commanding Officer of formed troops could
actually tell him how to run his sector. In his written
brief, the Sect Cdr stated that the security of Milobs
was a matter of some concern. This could be overcome to
a certain extent by co-locating Milobs with formed
troops when feasible.

39. Lt-Col Manzl concluded in making reference to
problems of accommodation, lack of adequate food storage
facilities, inadequate office and communication
equipment and slow repair of vehicles at the workshop.
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40. The SRSG asked three questions to the Sect Cdr.
Firstly, he wanted to know if there were any potential
prison facilities in Sector 2B. Secondly, he inquired
whether Radio UNAMIR was heard in his sector and thirdly
whether he knew anything about an old cross-over area
which could greatly facilitated the movement of
population if a bridge could be built thereto. The Sect
Ccdr said that he would find answers to these questions.

>

ITEM 9. REMARKS BY COMMANDER SECTOR 3A

41. The Sect Cdr announced that the security situation
in all the communes has remained stable since the last
conference. In his written brief, the killing of the
Sous~-prefet was noted as a serious indicator of tension
within the communes.

42. There still exists two camps in the prefecture,
with 2150 and 420 returnees. The NGOs, other UN Agencies
and UNAMIR operating in the sector supervised the
evacuation of the Murambi Camp IDPs which began on 7 Aug
95. So far, 354 families of approximately 1450 persons
have been evacuated to their home communes namely, Kiwvu,
Mubuga and Rwamiko. The evacuation of the remaining 185
families (400 people) which was scheduled to resume on
16 Aug was postponed because of a perceived insecurity
in Rwamiko commune. This development resulted, as far
as the Sect Cdr can assess, in the arrest of between 100
and 130 people in the communes suspected of having been
involved in the Genocide.

43. There are clear indications that some NGOs are
doing everything possible to rehabilitate the returnees
by providing food and shelter in their communes. The
Sect Ccdr stated that the gradual increase in the commune
population has made the health care and the food
delivery system grossly inadequate. Most of the clinics
are short of drugs and facilities to cope with patients.
The withdrawal of ZAMBATT formed troops which used to
assist the clinics has worsened the situation. The
locals need seeds, farm implements and fertilizers.

Most of the schools in the prefecture are functioning at
80%.

44. The Sect Commd concluded his remarks by reporting
that the logistic situation in his sector is most
unhealthy. Out of nine vehicles allocated to the
sector, five are presently in the workshop.

ITEM 10. REMARKS BY COMMANDER SECTOR 3B

45. The Acting Sect Cdr reported that the situation in
all 20 communes is generally stable and calm. Milob
teams still face problems with the RPA in performing
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their day to day duties. The security of material
especially UN property transported out of SENBATT
location on its departure is of concern.

46. A team from the Force Engr Coy has started work at
the rehabilitation center in Butare. The Reconnaissance
of two bridges was also carried out by Force Engr Coy
representatives. No progress report have been heard of
'since then.

47. The flow of the returnees into the sector has been
slow and gradual. Since the closure of IDP camps in
April 1995, a total of 73,303 of them have registered.
A large number of humanitarian activities were
undertaken in coordination with UN agencies and NGOs.
There are two prisons in the prefecture. As of 24 Aug
95, one is holding 6660 and the other one 1067.

48. Major Sirohi concluded by stating that he was
facing an acute shortage of vehicles as there are only
six vehicles while eight patrol teams need to operate.

ITEM 11. REMARKS BY COMMANDER SECTOR 4

49. The Sect Cdr indicated that he had just taken
command of his sector and that the general situation was
relatively calm. However, a series of continuous
banditry activities ranging from household robberies,
stolen livestock and farm products to indiscriminate
killings, including political killings, have taken place
in the Bugarama subsector. There, bandits have clearly
focussed their action on traders and returnees with
money as well as livestock who are being systematically
targeted. RPA soldiers are still suspected of having
committed some of these crimes.

50. In terms of political killings, one took place in
Gishoma commune on 5 Aug 95 and an attempted one in
Mukinbangiro sector where the counsellor was seriously
wounded by unknown individuals for reasons suspected to
be political. On 30 July 95, a firefight took place
between unidentified elements and the RPA at Kamembe
commune. Rifle launched grenades were used and the
commune office sustained damages.

51. Airspace violations continued during the period
from 16 to 30 June where 19 sightings of unidentified
aircraft violating the Rwanda airspace were reported.

15 other sightings were reported during the period 1-31
July. In August, there were seven sightings. All of
these aircraft are of a grey metallic color and no clear
markings have been observed.

52. On 9 August at Kirangira sector, the bodies of four
suspected FRGF soldiers were photographed by UN
personnel along the Rwanda-Burundi border and a joint
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UNAMIR/UNHCR investigation was launched. These soldiers
are alleged to have been shot by the RPA.

53. All refugees arriving from Zaire in Sector 4, both
in Bugarama and Rusizi I and II, are processed through
the Nyagatare transit camp. This camp has been
developed to accommodate 10,000 refugees and the another
one at Nyarushishi can accommodate 15,000 refugees.

54. The Sect Cdr assesses that the FRGF does not
possess the force preparedness and the necessary
logistic support from the Zairian Government to launch
major offensives in the Cyangugu Prefecture. The
military option is fading although it is expected that
political killings and low level operations to disrupt
command, control and communication systems will continue
under the cover of "bandit" activities. Also, acts of
terrorism and intimidation of the population along the
border areas will continue as a warning not to overtly
support the Government of Rwanda.

55. Lt-Col Akplor ended his remarks by stating that
there is a lack of vehicles in Sector 4.

ITEM 12. REMARKS BY COMMANDER 5A

56. The Acting Sect Cdr described the operational
situation in his sector during the past month as quite
satisfactory. Rumors of FRGF invasion has considerably
died down. There was a peaceful demonstration on 31
July in the town of Ruhengeri by government employees
and civilians against the promotion of the Ruhondo and
Kigombe bourgmestres to the respective positions of
Ruhengeri and Kibuye subprefects.

57. There has been some tension at the RPA occupied
former TUNBATT position in Nemba, including the hospital
area run by an NGO. The general humanitarian situation
has improved tremendously. The general situation in the
communes is considered to be similar to the national
average. Although there are three hospitals and 26
Health Centers in the Prefecture, the area is still not
adequately covered.

58. The reconciliation process is apparently gaining
root but its success will likely take a long time,
depending on the people’s attitude towards the arrival
of returnees.

59. Major Alam concluded by stating that his sector had
vehicle, computer, telephone and fax problems.

ITEM 13. REMARKS BY COMMANDER SECTOR 5B

60. The Sect Cdr stated that the overall situation may
be deemed as tense. Incidents include infiltration,
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patrol clashes, sabotage, mine explosions and killings
of suspected FRGF by the RPA. The relations between
Milobs and the RPA has remained at a distance and

guarded.

61. The refugee figures increased considerably over the
last few days to approx 2,000 per day. It was observed
that a large percentage of the refugees are women,
children and aged males. The contingency plan for the
large repatriation of returnees was put into effect.

62. The plan included the setting up of two transit
camps at Nkamira and at the College Complex, depending
on the number of returnees. In addition, NGOs have made
plans for the distribution of food, water and medical
care at the border posts and transit camps. The NICOY
was incorporated in the plan to provide necessary
security and additional transport. It is understood
that UNHCR officials in Goma consulted the Chief of
security in Zaire and learnt that authorities are going
to interrupt forced repatriation for the present. They
were going to encourage voluntary return as of 26 Aug
95. The Goma border remained closed to all Milobs and
Humanitarian food convoys.

63. The conditions in the Gisenyi Prison are considered

good when compared to other prisons in Rwanda.

64, The Sect Cdr stated that from June to 24 August 95

a total of 12,925 have returned to the Sector. The main
problem the returnees are facing is the distribution of

land.

65. The problem of reconciliation, though not simple,
is not being addressed in the correct perspective. The
RPA, the local authorities and the Government have made
it clear that the perpetrators of the Genocide would be
brought to courts but the arbitrary arrests that are
being perpetrated are seriously hindering the
reconciliation process.

66. There is a propaganda campaign going on in the GOMA
camps. Led by the politically active refugees, the
campaign aims at discouraging the returnees from
leaving. The propaganda also relies on the fact that
UNHCR and NGOs are providing greater accessibility to
education for children, free and better medical care
than what is available in Rwanda.

67. 1t is estimated that the FRGF’s strength in the
Goma area is approximately 30 000 but they are poorly
equipped, not receiving any significant arms deliveries.
There are about 40 AMLs and 25 artillery pieces
(presumably 105 mm) located immediately west of GOMA and
guarded by some Zairian soldiers. This equipment is
serviceable, however it is felt that there is a limited
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amount of ammunition available. Consequently, the
chances for the FRGF to launch a massive organized
attack across the border are very little.

68. The presence of FRGF in the area of the Gishwati
Forest is suspected. This assessment has been
reinforced by a few recent incidents which have forced
Milobs to avoid certain locations. The presence of
Tmines is also strongly suspected.

69. Lt-Col Belski concluded by stating that he needed
Force Engrs for the following tasks:

a. Demining of road Kayove - Kibuye;

b. Illumination of the area near the border post
and the transit camp; and

c. Improvement of the road circuit at the Nkamira
transit camp.

IT 14. REMARKS BY COMMANDER SECTOR 5C

70. The Sect Cdr said that the period under review was
calm but that there had some serious moments of tension.
In his written brief, he stated that the general
security situation which earlier seemed to be improving,
later started to deteriorate. The recent mass killing of
the mine workers by RPA soldiers and a mine explosion in
Rutsiro commune has changed the situation abruptly. 1In
a separate development, rumors are on the increase that
the FRGF will be launching an attack by infiltration in
the near future.

71. A significant development is the deterioration of
the security situation in Rutsiro commune where nearly
1080 returnees have arrived in the past three months.
The population is facing problems related to a lack of
piped water, medical centers, accommodations, arable
land and education facilities and materials.

72. The reconciliation process has not changed in its
perception by the local population. Nothing is really
materializing although the situation appears to be calm.
The Hutu population feels that the reconciliation is not
required because they anticipate that the FRGF will
return and save them from persecution and harassment
from the Tutsi RPA.

73. The Sect Cdr stated that a high percentage of his
vehicles are off road at any given time. The creation
of a mobile repair teams or the establishment of a
repair element is recommended. The sector needs two more
computer sets.

13/18
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74. Lt-Col Coulibali concluded by saying that the
situation was not conducive for the dreamt development
to take place. The frequent harassment, arrests and
killings of local people are still jeopardizing the
establishment of a durable peace.

ITEM 15. DEPARTING REMARKS OF THE SRSG

¥75. Before his departure, the SRSG emphasized on the
following points:

a. Although transit camps are functioning but he

needs the inputs from Milobs as regard to where

new ones should be established or existing ones be

enlarged; DCMO, All
Sect Cdrs

b. Bourgmestres and prefets may not be quite ready

to accept the large number of returnees we can

expect and that a "gentle pressure" could be the

right action for Milobs to execute when dealing

with these civilian authorities:;

c. There is a need to review the situation of
Milob sectors which are without formed troops, both
in terms of security and resources available to
cater for humanitarian needs.

d. Relations with local authorities seem to be
relatively good throughout the country and this
should actually spread to all NGOs operating in a
given sector:;

e. The penitentiary system needs a lot of
attention, both in the short and the long terms.
The expansion of prison should be preferred to the
creation of new ones since the latter require a lot
more personnel and efforts.

ITEM 16. REMARKS BY THE FORCE MEDICAIL OFFICER

76. The FMO informed the conference that Casevac by

helicopter was available and explained the procedures by

handing out some written documentation. She emphasized

the prioritization system which can best ensure that the

operational efficiency of resources available is

optimized. DCMO, All
Sect Cdrs

77. The DCMO noted that priority would be given

according to the seriousness of the injuries,

independently of the person who needs the evacuation.

He also asked that the FMO review the situation of Milob

group which operate away from formed troops. The

discussion evolved towards the need of emergency first FMO

aid kits and Maj Fensom said she would look into the

matter.

14/18
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ITEM 17. REMARKS BY THE CHAO

78. The CHAO emphasized the need to work at the lower
level when contacting authorities to prepare the arrival
of returnees. He considers that a lot more can be
achieved at the counsellor level than at the prefet
level for example.

“79. MILOBS have to continue to collect as much
information as possible and Sect Cdrs have to do a
proper screening of priorities. 1In the same vein,
Milobs were reminded not to make any promises since it
was causing a lot of frustration and was actually quite
counter-productive.

80. Lt-Col Fox concluded in announcing in a nutshell
that he needed the help of Milobs if he wanted to be
able to help Milobs.

ITEM 18. REMARKS BY THE CIVPOI. SUPERINTENDANT

81. The acting CIVPOL Superintendant stressed his
concern on the shortage of CIVPOL personnel in the
sectors. He explained that the bulk of his CIVPOL
personnel were actually needed at the Ruhengeri
Gendarmerie Training Institute.

82. He also explained, in answering a remark by Cdr
Sect 1B, that CIVPOL had absolutely nothing to do with
either the gendarmerie recruiting or posting process.

He realized that the void created by a lack of gendarmes
in most prefectures was very much linked to insecurity
and this was probably the reason why the new UNAMIR
mandate had specified this need of training a national
gendarmerie.

83. In terms of the use of CIVPOL members among a Milob
group, a discussion developed and it was felt that there
were actually little difference between what a CIVPOL
and a Milob have to do in their observation duties. The
suggestion came out that CIVPOL could advantageously be
employed in investigation linked to criminal action but
that the Sect Cdr would always have the prerogative of
using this specialized resource as he best sees fit.

84. The DCMO asked that the CIVPOL Superintendant
prepare a study on how to best employ CIVPOL resources
in the UNAMIR context. S/Supt Njase said that he would
inform Col Diarrha of this request.

ITEM 19. REMARKS OF THE SOO

85. The SO0 informed the forum that Milob Group HQ is
now located at UNAMIR HQ Ops Branch. He advised that
all Milobs have to have an updated knowledge of current

15/18
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events and that for this reason information had to be
passed precisely and in a timely manner. He announced
that Channel 12 has to be reprogrammed on all sets as
soon as possible. Humanitarian requests have to be
followed up by the sectors. He emphasized the need to
coordinate and cooperate closely with UN Agencies and
NGOs. He suggested, like it is done in some sectors,
that joint patrols and meetings be coordinated and
executed. He stressed the need to give correct grid
references in the daily SITREPs and to remember that
UNAMIR HQ is using a small scale map and that all
features and names cannot be found on this map.
Additionally, a prompt and early warning when a
significant incident occurs.

86. Lt-Col Ahsannulla concluded in reminding everyone
that a high priority must be given to the gathering of
information concerning IDPs and returnees.

ITEM 20. REMARKS BY THE SMPO

87. The SMPO said that the most significant issue since
the last conference was the repatriation of 81 Milobs in
August 95 and that 28 more were expected to be
repatriated in September 95. This situation has affected
Milobs strength in all sectors and branches except MILOB
GP HQ. He also said that Milobs overdue for posting
will be considered for deployment after the situation
stabilizes in all sectors. He stated that Milobs would
have a minimum stay of six months in each sector.

88. Unless a fax message is received at Milob GP HQ
about a Milob’s extension of tour of duty, they will
assume that Milobs are repatriating on their DDMs. To
avoid confusion, Milobs should coordinate these matters
long before their DDMs.

89. The MSA is likely to be late in view of the
movement of finance to Traffipro. A discussion was
initiated by Cdr Sect 2B to the effect that this was his
first Peacekeeping Mission where MSA was not being paid
on the first of the month since this money was required
to pay rents which are due on the first of the month.
The DCMO acknowledged the problem and tasked Cdr Sect 2B
to prepare a correspondence which should reach the new
CAO.

90. Lt-Col Adjei concluded in saying that he hoped the
Milobs shortfalls will stabilize by mid-Sep 95.

ITEM 21. REMARKS BY SIOGO

91. .The SLOGO stated that after the vehicle allocation
meeting, the vehicle strength for Milobs was increased
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from 89 to 107. The registered holding is 94 but only
55 are serviceable. He stressed the need to take more
care of the vehicles in the sectors and encouraged Sect
cdrs to supervise closely the use and maintenance of
vehicles. Accident reports are to be forwarded within
24 hours in Kigali and its neighborhood or, at the
latest, within 48 hours in sectors further away.

92. Major Zimba concluded in requesting that a list of
all Milobs without a driving permit be forwarded by
sectors ASAP to Milob Group HQ.

ITEM 22. REMARKS BY THE DCMO

93. In articulating his closing remarks, the DCMO
emphasized the following points:

a. After three Sect Cdrs’ conferences, he is now
convinced that information does not actually filter
down to individuals. Sect Cdrs have the
responsibility of not only passing this information
but also to ensure that it is well understood. In
that respect, all Milobs need to be thoroughly
familiar with the UNAMIR mandate and its five main
parts:;

b. There is a need for better leadership and
discipline. The problem is not that the personnel
is not aware of the rules. Rather, there is too
often only a weak enforcement of these regulations.
Accordingly, negligence will not be tolerated
anymore, especially in the mishandling of vehicles
which, with communication means, are actually the
only weapons or tools to accomplish our mission
with. As of 1 Sep 95, there will be no more
tolerance in that area of activity and driving
licenses will eventually be withdrawn.

c. CTO has to be deserved and Sect Cdrs should
allocate it accordingly.

d. In terms of Command and Control, in response
to the questions raised by two of the Sect cCdrs,
the DCMO suggested that if any problem were
encountered in implementing the recent FC
directives, there was always the possibility of

faxing immediately the details of the communication

obstacle to the Milobs HQ. Meanwhile, the DCMO
will review the impact of the new command and
control instructions in coordination with UNAMIR
authorities.

e. Col Nelson concluded the conference by
requesting Sect Cdrs to brief their Milobs as soon
as administratively possible and to have the
minutes of the meeting available to all for their
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perusal. He then thanked all the participants and
the hosts of the conference. The next two monthly
conferences will respectively be held in Kibuye
(Sector 5C) and Ruhengeri (Sector 5A).

( G Dube)
Major
Secretary

Distribution
P Office of the SRSG

2. Force Commander
g, DFC/CMO

&3 COS

5. DCMO

G All MILOB Sects (10)
7= G3 PLANS

8. HAC

9. CIVPOL
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INTEROFFICE MEMORANDUM

TO : ALL OPS BRANCH STAFF OFFRS
'FROM :  DCOS(OPS)

 FILE : 3000.10(OPS)

4— SEP 95

SUBJECT : STAFF MEETINGS/CONFERENCES

A STAFF MEETINGS/CONFERENCES will be held twice every,
menth in Briefing Room. &

DATE

2. Conference will be held on every first Wednesday #ad ,
the last Wednesday of the month.

s The Conference will start at 1000 hrs each Confemnce
day and end at 1100 hrs.

v Col
DCOS (OPS)
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ITR/IOTP CONFIDENTIAL

INTERNATIONAL TRIBUNAL FOR RWANDA
KIGALI, RWANDA

INTERNAL MEMORANDUM

May 31, 1995

TO: COLIN PORT
FROM: JEAN ROMEY
SUBJECT: Limited Security Survey on the Office of the Prosecutor, Rwanda

1. Purpose: To provide you a limited security survey and recommendations on the
Office of the Prosecutor in Rwanda.

2. Summary: The presently stable and relatively secure situation in Rwanda as it affects
the Office of the Prosecutor (OTP) may change in direct proportion to the effectiveness of
our investigative effort. All intelligence sources point to a fluid socio-political situation
centering upon a growing insurgency and aggravated by the inevitable reduction of
UNAMIR presence as a measure of accommodation with the government of Rwanda
(GOR). There also has been an increase in the incidence of harassment and criminal
activity (auto theft, robberies, residential burglaries) directed against personnel,
equipment, vehicle, and work and housing facilities of UNAMIR, other UN agencies, and
NGOs. OTP security and logistical support depend, by mandate, upon UNAMIR which
has the means to provide or coordinate such. While some advantages could be found in
the OTP operating independently, the situation demands that the OTP take full advantage
of UNAMIR’s capabilities to provide for its outer and inner perimeter security.
Opposition to the work of the OTP should be expected to take hostile action against the
OTP using insurgency tactics including low-skill terrorist actions. Measures to protect
OTP personnel, facilities, information, equipment, and communications need be identified
and implemented immediately.

3. Survey Scope

The scope of the survey comprises the environment in which the OTP is to operate in
Rwanda includes the following areas:

e Physical security of OTP personnel, facilities (offices and housing), vehicles, and

equipment, including transportation.
1
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Information Management Systems (automated and non-automated) Security
Communications Security
Security Awareness Training

Personnel Security (Change 1 addition)

3. Sources:

This preliminary security survey is based on historical multinational/multiagency
multisource intelligence (UN/US/UK), UNAMIR civilian and military staff, local human
sources, and direct observations and contacts made by undersigned during the period May
15 to 31, 1995. Sources are as follows:

G-3, UNAMIR

Security Officer, UNAMIR

UN Security Officer assigned to OTP (16 months in country)

Regional Security Officer, U. S. Embassy, Kigali

OTP staff liaison with RPA/GOR

CDR, INDBATT

Other personal contacts developed locally, including expatriate nationals with long-
term country experience.

N

. Findings and Recommendations:

a. Finding A. Personal Security.

(1) The personal security (PS)/Executive Protection (EP) of OTP
personnel and leadership is inadequate. The present EP/PS resources allocated to the OTP
a consist of a one man protection detail (PD) working extended hours to cover the Deputy
Prosecutor for Rwanda (DPR) during working hours.  The lowest threat conditions
require a minimum of three men per principal, each working not more than a nine hour
shift for safety and effectiveness under normal circumstances. Under present and
foreseeable conditions, a twelve-man team plus supervisor will provide the OTP a close
protection capability to complement the military outer perimeter and travel escort assets
provided by UNAMIR.

(2) The threat level facing the OTP is expected to increase in direct
proportion to the investigative effort put forth, and especially results obtained, by the
OTP. The threat source is the ongoing insurgent activity whose main elements and
support are externally based and which is conducting an infiltration effort be supported by
the Hutu ethnic majority ousted from power. Hostile action against OTP personnel must
be anticipated. While this threat applies particularly to high-profile OTP personalities,
including the DPR and the DO, it will no doubt extend to the rest of the investigative
staff’ as their effectiveness is felt. Hostile action against OTP leadership and other

2
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opportunity.  These actions, typical of insurgency situations, commonly range from
grenade and sniper attacks to the use of improvised explosive devices (IEDs)(car and
letter bombs being most common). It should be noted that the most dangerous
components of the insurgency, the former Rwandese army and their militia (inferhamwe),
in exile, should not lack in arms thanks to their international supporters, and have amply
demonstrated their will and effectiveness in the past to attack the most vulnerable and the
defenseless.

Recommendation A:

(1) Obtain a fully trained 12-man protection detail (PD),
plus supervisor, and dedicated drivers, to provide simultaneous 24-hour one man PD
coverage for the DPR and two other OTP principals or OTP investigators/staff members
whose particular circumstances will require personal protection. This requirement will
apply particularly to the low-visibility escort of unarmed investigators in the field whose
interview effectiveness would be negatively affected by the immediate presence of an
armed, uniformed military escort. - While the latter form the required outer perimeter for
all OTP static and mobile situations as the OTP outer perimeter (See
Finding/Recommendation E), Travel, our investigators require the availability an inner
perimeter of close protection by plainclothes PD assets. Given the increasing, insurgency-
driven threat situation developing in areas of Rwanda where our investigative efforts will
focus, this requirement should be given the highest priority.

(2) Apply Standards of Executive Protection: It should be
clearly understood by all concerned that personnel protection (PS/EP) is based primarily
on defensive measures, to include security awareness training of the principal, intelligence
and advance work, surveillance countermeasures, communications and communications
security, well-rehearsed mounted and dismounted (vehicular vs. pedestrian)
reaction/evasive action drills, evasive driving, and close-quarter combat (CQC). Support
measures include armored vehicles and body armor (for both principal and PD). The
whole purpose of EP is to evacuate the principal quickly and safely out of the hostile area.
Offensive measures, i.e. returning hostile fire or using a vehicle as a weapon, make up a
very small but critical percentage of EP, and serve only to break contact and gain critical
time by not only disabling some of the attackers but creating a surprise shock effect
designed to gain reaction time. Supporting EP personnel skills are communications
evasive/offensive driving, and improvised explosive devices (IEDs). All OTP personnel
should receive basic PS awareness (4 hours) training, to include car bombs/ and
improvised explosive devices (IEDs), travel and communications procedures (plan route,
travel in twos, insure communications), evasive/offensive driving, and emergency
medical/trauma assistance. Fifty percent of OTP personnel should be trained in cardio-
pulmonary resuscitation (CPR).

(3) Request a military special operations (Special Forces,
SAS) counterterrorist (CT) team as a national contribution to the Tribunal. This will

3
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insure proper vetting, standards of training and capabilities, and a timely (immediate upon
approval, agreement, and tasking) implementation.

b. Finding B: (1) The present OTP location, the UNICEF building has
numerous vulnerabilites and will require some work to properly secure, particularly in the
long term, with the anticipated increase in threat level against the OTP. As presently
installed on the ground floor of this building, OTP facilities and the offices of the DPR are
highly vulnerable to intrusion, surveillance, and low-skill terrorist attack and lack in
several aspects of physical security.

(2) OTP facilities are located on the ground floor of a three story
concrete and brick building located in a flat area, at a road intersection approximately 200
meters southwest of UNAMIR headquarters.

(3) The building is a three story thin-walled concrete and brick
structure with aluminum frame entry doors and windows fitted with integral external
aluminum grillwork, and asbestos ceilings. The front (north) and rear (south) sides of the
building have extensive window glass areas which extend well below head level. The
offices of the DPR are located at the northwest corner and are particularly exposed due to
the glass door and windows on the north side. A minor explosion can generate several
pounds of glass shrapnel causing major injuries.

(4) The building is situated in a paved courtyard used as a parking
lot and surrounded by a five-foot iron grill fence bordered externally with a thick hedge of
the same height which obstructs vision and provides concealment both internally and
externally.

(5) Dominant features adjacent to the building are tall trees outside
the northeast perimeter which dominate the courtyard, and a three story office building 50
meters to the southwest.

(6) The rear (southeast) of the perimeter is most vulnerable to
penetration and attack, given the concealment offered by the adjacent roadway
vegetation. Building exterior and perimeter lighting is almost non-existent.

(7) Interior north entry door to OTP has no lock and cannot be
secured. Exterior south entry door is closed shut since the key to the lock was lost.

b. Recommendation B: In order of priority:
(1) Install lock on interior north OTP door and exterior south
door. Use latter as OTP entrance, keeping north door closed. Access to DPR’s office

should be through south door

(2) Install net and opaque curtains on DPR’s office windows.
4
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(3) Install triple strand concertina wire from top to bottom of
perimeter fence between fence and outer hedge.

(4) Cut down trees to northeast of perimeter and vegetation in
ditch along southeast portion of perimeter.

(5) Replace DPR office window and exterior door glass with
armor glass.

(6) Build decorative six foot stand-off brick wall along
outer edge of walk bordering DPR’s office.

(7) Install laminate on all other ground floor OTP exterior
windows and glass doors.

(8) Install high intensity lights high on the four sides of the
OTP/UNICEF building illuminating the perimeter, and cut down excess vegetation along
roadway and ditch on the southeast side of the perimeter.

(9) Install swing barrier on both entry gates.

¢. Finding C. (1) OTP perimeter manned security is inadequate. Approx-
imately half an infantry squad (4-5 soldiers) have been assigned to secure the UNICEF/
OTP building perimeter.
(2) The building and building perimeter situation requires
24-hour coverage by a full infantry squad (9-10 men).

¢. Recommendation C. (1) Assign infantry platoon to OTP/UNICEEF building.
(2) Man OTP perimeter as follows:
o Front (north gate) two men plus squad leader
o Side (west) gate two men
o Roving patrol two men
o Tribunal north and south door--one man each

d. Finding D: OTP personnel housing will require armed sentry security.

Recommendation D: (1) That UNAMIR provide soldiers in sufficient numbers
to secure OTP personnel housing outer perimeter.

(2) That elements of PS/EP team will reside with OTP
personnel as the situation dictates.
5

ITRIOTP CONFIDENTIAL



ITR/IOTP CONFIDENTIAL

e. Finding E: (1) OTP personnel travel in country raises the threat level, creates
additional security and plain safety problems.

(2) The safety hazards alone of ground travel--due to the local
vehicular and pedestrian traffic culture, roads conditions, weather, and lighting--present a
major threat to OTP personnel. Accidents and vehicle breakdowns further expose
personnel to acts of banditry or terrorism.

(3) Road blocks have, up to this time, represented a form of
harassment and UN vehicle theft, conducted probably by disgruntled RPA soldiers. It
would be relatively easy for such roadblocks to be taken over or set up in certain areas of
the country (border with Zaire) by insurgents. This will raise the threat level and, once
identified as a probable threat, require a higher level of security, including military escort
and close protection.

(3) Air travel, however convenient and efficient, should be
carefully analyzed in terms of the threat. Man-carried, shoulder-launched missiles have
made shooting down aircraft a growing sport in all conflicts.

Recommendation E:

(1) Establish and require compliance with the following in-country travel rules.
This applies to both local and out-of-town travel.

o Travel only when necessary. Tourism and leisure are not on the priority
list in an insurgency environment.
o Plan all travel, however short, using all available intelligence sources
and common sense. On trips to other UN Sectors, coordinate closely with
the G2 (Intelligence) and G3 (Operations) officers of the Sector(s) through
which travel will occur, through the UNAMIR G3.
o Plan, request, and coordinate armed escort and, if necessary, close
protection, as early as possible
o Keep all travel plans discrete, investigative trips confidential. Never
discuss travel plans in public places, hotel rooms, or any area not cleared of
listening devices.
o Plan route on the map, carry a map--everywhere.
o Carry enough water, a good first-aid kit, and a flashlight.
o Let a colleague who will stay behind at the office know
o Travel in twos or with a driver, and stay within curfew limits.
o Drive defensively and according to conditions.
o Establish and stay in radio communications.
o Know where you are at all times on the map. If with a driver, be
your own navigator. If traveling in twos, one drives, one navigates.

6
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o As the threat increases, do not follow routines and patterns to and from
work. Terrorist attacks are always based on sometimes extensive
surveillance of the target; and surveillance thrives on the target’s routine.
This may be the hardest security measure to take for most of us
compulsively punctual workers!

(2) That armed soldiers, and PD as the situation requires, escort OTP personnel in
travels throughout Rwanda.

f. Finding F: (1) The anticipated threat level environment in which OTP
personnel are to operate justifies issuing all personal body armor.

(2) Standard issue “one-size fit all” UN issue vests are too
bulky and impractical for civilian wear. They do not provide side protection, not having
close fitting side panels; and their bulk alone makes them impractical for wear under
civilian clothes. A key consideration in selecting body armor is the level of protection
versus practicability and even comfort of wear. Stopping high power rifle or machinegun
rounds (7.62mm, 5.56mm) requires a degree of protection, i.e. thickness and weight,
totally impractical for most work, including the military. A compromise always has to be
reached between all these factors which provides the maximum degree of practical
protection within the wearer’s tolerance level. Concealabilty and comfort often tend take
precedence) for the wearer over protection. This certainly is the case for OTP personnel.
The body armor market offers individually fitted vests thin and lightweight enough for
wear under even light clothing, such as tropical shirts. These state of the art models are
made of a combination of layers of spectra-shield and kevlar and will stop most large-
caliber handgun rounds (9mm, .357 magnum., 45 ACP) and some submachinegun rounds.
This partial protection level--in body armor parlance, Level II--is practical for OTP
PS/EP applications. Key to the body armor protocol is that all personnel in the same
situation  (location, mission, circumstances) do the same, wear or not wear (see
Recommendation G(4).

Recommendation F: Provide OTP personnel individually fitted body armor for
concealed comfortable wear under civilian clothing, of following specifications:

o Protection Level II, with Level III heart plate.
o Wrap-around side panels

0 Ordered by mail, custom-sized.

g. Finding G: Armored sedans and escort four-wheel drive vehicles are
necessary to support the PS/EP requirements of the OTP.

Recommendation G: Provide the OTP with the following Personnel Protection
Vehicle (PPV) support:
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(1) Three armored sedans, to transport three high visibility
principals or other OTP staffers simultaneously. A fourth standby vehicle is highly
recommended for transparent reasons--breakdowns and additional VIP visits.

(2) Two dedicated PPV escort vehicles (4X4) with partial armor
(doors, windshield, and floor panels) and independent long distance communications. A
third standby vehicle is recommended for the same reasons as stated in (1).

(3) Dedicated drivers. PD personnel should not drive if possible.

(4) All PPV should contain the following minimum equipment
and supplies:

o Body armor for all occupants. See Finding and Recom-
mendation F.

o Emergency trauma treatment kit, including IV materials and
oxygen.

o Gas masks for all occupants. These must be stowed as
inconspicuously as possible of course, inside the passenger

compartment.

h. Finding H: (1) Information Security is next only to personal/physical
security for the OTP.

(2) The OTP has no other means of protecting its information
than by the application of basic information security discipline by the staff, including
shredding of all discarded paperwork, using diskettes in lieu of the hard drive in
computers, storing the latter under lock and key when not in use, and avoiding traveling in
country with document. Vehicles and briefcases have been searched at road blocks for
contraband mail.

(3) OTP offices and document containers/file cabinets are
vulnerable to undetected forced entry from within the building. There are no hard storage
containers, such as safes, for securing diskettes and sensitive case documents.

(4) OTP personal computers have only one port, thus requiring
the use of the hard drive to transfer files between diskettes.

(5) OTP does not have and needs a computer technician and a
Local Access Network (LAN). The OTP needs to establish clear, simple guidelines or a
standing information security standing operating procedure (SOP).

Recommendation H: (1) Partially sanitize all computer hard drives by erasing
all current information after transfer on diskettes. (Note the “partially”: erased
information on a disk can still be recalled using more advanced technical applications.)
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(2) Work only on diskettes, do not use the hard drive. Two kinds
of diskettes should be used: working disks used by each staff member to draft and create
documents and main disks, on which final case documents are stored. Until two port
(drive “A” and “B”’) machines can be obtained, it will be necessary, in the interim, to use
the hard drive to transfer documents between diskettes.

(3) Install an alarm system in OTP offices with the following
specifications:
o Triggers on all doors and windows
0 Beam in each room
o Combination keypad

(4) Obtain six standard, four-drawer, government specification,
combination lock document safes, four for Operations and two for Intelligence, for
storage of case documents and diskettes.

(5) Replace present one-port personal computers with two port
(drives “A” and “B”’) machines which will allow transferring information or filles between
diskettes without making full use of the hard drive. ~ While this disk-to-disk transfer
through a third disk still requires some hard drive participation, the imprint left on the
latter is more difficult to access and read.

(6) Obtain the services of a computer security technician who
will maintain the system, including fully sanitizing hard drives and monitoring the LAN.

i. FindingI: (1)  OTP has no communications security to protect the
transmission of sensitive information.

(2) OTP has no secure telephone for communications with The
Hague and other locations. OTP telephone lines have not been swept for electronic
intercepts (listening devices/bugs).

(3) OTP offices have not been swept for and are vulnerable to all
types of internally emplaced and/or externally directed voice intercept monitoring devices.

Recommendation 1: (1) Conduct a complete technical survey telephone lines
and install intercept detectors.

(2) Conduct an initial technical survey of OTP offices for
voice intercept devices.

(3) Install secure voice telephone, type STUIIIL, with
INMSERSAT system, in OTP offices connecting with a similar system in The Hague.
9
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(4) Install vibration system on windows to counter
externally based directional voice intercept measures.

(5) Provide portable scramblers to OTP staff for secure
communications while traveling.

j- Finding J: The level of security awareness expected to be encountered among
OTP personnel will vary, according to individual background, training, and experience.
Given prevailing conditions in Rwanda as described in this survey, OTP staff need a
Personal Security Awareness (PSA) orientation.

Recommendation J: Provide a basic Security Awareness Orientation for
incoming OTP personnel, including the following topics:

Violent crime and Terrorism
The local and international work environment of the ITR and OTP.
Threat Awareness
Surveillance Awareness

IEDs and Car Bombs

Building Security

Travel Security

Evasive Driving

Operational Security (OPSEC)
Compromise and Blackmail
Personal Risk Assessment

[T — R — R R~ A - I - 2 - B — I
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UN Security Coordinator, UNAMIR
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A security requirements plan is presently being written by a member of the International

concerns within UNAMIR.

While the report is due in the near future, an advance draft copy has raised a number of -

The draft report identifies a requirement for twelve personnel for ciose protection
(bodyguards). Currently one UNAMIR security officer (with no training in close protection) provides
security to the Deputy Prosecutor. This is obviously insufficient to provide 24 hour close protection to
the entire Tribunal staff. The military component of UNAMIR does not have the capability to provide’
personnel trained in close protection.

Three options have been raised to provide personnel the Tribunal will require for ciose

protection:

8

UN hire and train staff in close protection.

Request contributing nations to provide police officers already trained in close protection.

Request contributing countries to provide military personnel (Special Forces, SAS) who are

already trained in close protection.

=y S8R

CrsS Csp DS afs e /’zﬂm J. A erBnes:




g The other requirements identified in the report will mean a ‘Company' would be required
for protection of the Tribunal office in Kigali (and later on in Arusha, Tanzania) and for the provision
of escorts when Tribunal .nembers move outside of the Capital.

Finally, the Tribunal staff currently reside in the Meridien Hotel in Kigali without security.
However, if the Tribunal staff move to a building called the 'Chinese Compound' (which they are
expected to do in five to six weeks) additional troops will be required. As the Tribunal staff numbers
are expected to increase to approximately 40-45 persons in Kigali, more accomodation sites will need
to be found and troops allocated to secure them.

These concerns are provided for your information and early action as required.
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MESSAGE

: PRIORITY 21 /945 B MAY 95
FROM ; GHANBATT HQ (KIBUNGO) ‘RESTD
TO ;  UNAMIR HQ (KIGALI) :

INFO; UNAMIR TAC HQ (BUTARE)
GHANCON HQ (XKIGALI)
SECTOR MILOBS G/12/0PS

INCREP NO. 03 PD ESCAPED ZAIREAN CONSCRIPTS PD AT ABOUT 1000HRS

EIGHT YOUNGMEN CLAIMING TO BE ZATREANS ARRIVED AT GHANBATT FWD
POSN MULINDI GR 76668 PD MN PERS NAMELY CMM KAPOME MAY¥ANGA BONDIT
CMM MAKANBO MUTAMBALA MANENO CMM MUSAFIRI MATAYO CMM FASSONI
HASISSI CMM INNOCENT BALEKE CMM HENRI MUSENGE CMM EUGENE MATIGIRE
AND MUNU RURANGWA CLAIM TO HAVE ESCAPED FROM A MIL TRG BASE IN
THE AKAGERA NATIONAL PARK AFTER THREE MONTHS TRAINING PD PERS
CONSCRIPTED FROM ZAIRE IN DEC 94 UNDER PRETEXT OF BEING FOUND
JOBS IN NAIROBI KENYA PD ROUTE TO CAMP PD ARRIVED IN RWANDA
KAMEMBI IN DEC 94 STAYED FOR ONE MONTH WITH MILITARY FRIEND
OF CONSCRIPTER CMM MOVED KIGALI WHERE THEY STAYED FOR TWO
DAYS WITH RPA COL KAYOMBA CMM MOVED TO RWAMAGANA AND STAYED
FOR TWO MONTHS WITH RPA MAJ RODOVIKO PD THEN TRANSPORTED TO
¥ CAMP TO TRAIN IN~pREPARATIoN35¢§mc«pLE THE GOVT OF ZAIRE ‘ ey
@ PD GROUP MENTION ONE KEKEST ANDRE GANDO AS LEADER OF |
MOVEMENT PD PERS BEING HELD FOR FURTHER INVESTIGATION #D

« ACCEPT FOR NECESSARY ACTION //

DRAFTER’S NAME APPT TELE
CAPT A AMADU-MAHAMA MIO 11275 -
| e . L
RELEASING OFFICER’S ‘SIGNATURE =
WITH RANK:
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LANGUAGE/SPOKEN

SRL| NAME AGE SCHOOL
1% | Kapomey Magamga Istce English Swahili
Bundit 24 yrs University French
. Uvira
Province
2, | Mardgaike 24 » “ English, Swahili
Matigire French
‘3% | Musenga 21 yre | Hekma Swahili French
Sawatugu Institute
4% | Mulilwa 26 yrs Mwanga Swahili French
Rurangea Institute
5. | Fassoni 22 yrs Kalundu Swahgli Fremnch
Hacti_ssi Inaﬁtute
6. | Innocent a 26 yrs 3l Taraja Swahili French
Baleke Institute '
Kaliba
Distriect
Te | Manewo 26 yrs Tarsja «Swehili Fremeh
Mutambali Institute
8. | Musafiri 33 yrs Educated up Swahili
Matago to P6
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MiDICAL REFGRT ON EIGHT (8
D' CCY Hy CN 22nD MAY, 1

KAPONE - MaYANGA BCWDIT, 2byrs, said to be tie leader of the group.
He looked confident ana physiczlly fit. No vbvious scars vere seen.

His pulse was 72/min znd blood pressure 130/80. His chest wae clear
and heart sounds normal.

MANENO - MUTAMBALA - NAKIHIMGA, 26yrs, also looked phvesiczlly fit
but seemed avprehensive and rather nervous. His pulse rste was 100 beats
per minute and his blood pressure 130/1C0. His chest w2s clear and
heart sounds normal,

INNotgANT - BALIKE, 26yrs, also physically fit, judse rate 84 beats
per minute and BP-120/90 with chest sounding clear and heart sounds normal.

FASSONI HADISI HEWRI, 22yrs, also lcoks physically fit. His pulse
rate was 72/min and his blood pressure 150/100. Heart sounds were normal
but breathe sounds were slightly reduced on the right side.

MULOLWA RURANGWA - MUMU, 26yrs, also looks physically fit and well
built., Hes a scar in the epigastric region. Pulse rate was 52/min and
blcod pressure 110/80. Chest was clear and heart scunds normal.

MANGAIKO - MATIGIRE EUGENE, 24yrs, physically fit and well built,
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