


UN RESTRICTED

Chaan
%4

o
UNITED NATIONS NATIONS UNIES
ASSISTANCE MISSION FOR RWANDA MISSION POUR L/’ASSISTANCE AU RWANDA
UNAMIR - MINUAR
MTT.OB GP HO
4
TO : FHQ Date : | Sep 924
FROM ¢ MILOB GP HQ Ref : 6464.0/0Ops
INFO : ALL SECTORS
SUBJECT HE . | B _GP ET
1. Attached please, find comprehensive MILOB GP Radio Net.
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MII.OB GP RADTIO NET
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RADIO NET FOR MIT.OB SECTOR 2
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ANNEX B TO

s MII.OB OPO 8/94
. DATED 03 AUG 94

RADIO NET FOR MTIOB_SECTOR 3
GITARAMA / BUTARE (CHANNEL 14)
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RADIO NET FOR MII.OB SECTOR 4A
GIKONGORO (CHANNEIL 14)
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ANNEX B TO
L MILOB OPO 6/94
- DATED JUL 94

RADIO NET FOR MIIOB SECTOR 4C
CYANGUGU (CHANNEL 14)
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UNAMIR Force HQ
Operation Branch (Comm)

Kigali
) | May 1994
1000.1/FC (COMM)
COMMUNICATION INSTRUCTIONS FOR
EXPANDED UNAMIR FORCE - UNAMIR IT
INTRODUCTION
1. UNAMIR comms are provided by the UN Field Service Comm Staff

at present. With the proposals for the expansion of UNAMIR,
it would be difficult for the communication cell as it stands now
to meet the comm requirements of an expanded force.

2. The security environment in Rwanda has posed a problem for
the field service to operate. Additionally, the current strength
of the Field Service Comm Staff would not be able to meet comm
requirements of the rapidly deploying bns and supporting elements
within a reasonable time frame due to even accelerated

staffing procedures.

3. Because ~f the essential role a dedicated and reliable comm
net work must play to enable UNAMIR II to undertake its tasks,
a Force Communication Squadron (FCS) is required. It will be
based on a military Signal Squadron which will have to be
integrated into the already existing UNAMIR Comm Cell.

ROLE OF THE FORCE COMMUNICATION SQUADRON (FCS)

4, The FCS will provide for the fol:

a. A capability to meet the primary operational command
and control requirements of UNAMIR II above unit level and
in addition support the administration/logistic comm
requirements.

b. A planning implementation assistance and technical
control of communication capability for the Force and be

able to access the needs of other deployed organizations:

such as UNHCR and ICRC communications including appropriate
liaison as required.

UNAMIR SIGNAL CELL

5. The Force Signal Officer will provide the operational and
planning guidance on matters of comm for the Force.

1
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6. His responsibilities will include:
a. Communication advise to Force commanders and staff and
preparations of communications support plans to operational
orders/instructions in conjunction with the Headquarters
planning and operational staff.
b. Co-ordination between the Field Service Comm Staff and
the FCS.

TASK _OF COMM SQN

7. The communication sgn will undertake the following tasks:

a. UNAMIR II communications system planning and operating
including preparation of technical documentation.

b. Frequency management and production/distribution of
signal operating instructions (SOCI) to all UNAMIR II and
associated organizations.

C. Technical control of all UNAMIR communications
including operating procedures, equipment compatibility and
radio frequency allocation.

d. Establish and man the Force HQ communication center.

e. Communication advice <to the collocated UNAMIR II
unit/sector HQ and preparations of communications support
plan in conjunction with the sub units signal det.

f. Installation and maintenance of the allocated
communication systems and 1f necessary manning of the
systems.

MEANS OF COMM TO_BE PROVIDED

8.

The fol means of comm would be provided by the comm sgn:

a. Radio. (secure and non-secure)

b. Radio teletypewriter (RTTY) .

C. Telephone.

d. Fax.

e. Signal Despatch Services (SDS)
2
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RADIO
9. The fol radio nets should be established:
a. Force Command/Secure Net.
b. Force Admin/Log Net.
c. Humanitarian Admin Nets
d. MILCR Oper:iticnial Net.
e. MILOB Sector Nets.
f. CIVPOL Net.
Civilian Admin Nets.
Humanitarian Net.
i. Political Staff Net.
10. Force Command/Secure Net. This will be the main voice

command net for operations. The net will link the Ops Rooms of
all the Inf Bns, Supporting Units and MILOB Headquarters. It
would be used for operational matters including verbal orders,
immediate sitreps and coordinatiron of current ops only. Apart
from direct comm wich the HQ Cus Room, whicn will be the Net
Control Station (NCS) all other comm would be with the permission
of the NCS, and this would be on an alternative channel. The
provision of equipment and installations would be by the signal
sqn down to all the outstations.

11. The Force Command Net would have a capability of
integrating an encryption system for the passage of confidential
and secret messages. The encryption system would be on limited
issue. This facility would also be provided by the signal sqgn.

12. Force admin/lLog Net. This net will 1link all Bns, and
supporting units. It would solely be used for admin/log matters.
The net controcl station would be at the Force HQ Log Ops Cell co-
located with the ops cell. It will have a secure facility like
the Force Comd Net. The installation and maintenance of this
net would be done by the signal sqgn.

13. Humanitarian Net. The net would 1ink the UNAMIR IT
Humanitarian Cell to the various agencies providing humanitarian
services in Rwanda. The NCS would be at Force HQ Humanitarian
Cell Office. This would be established by the UN Field Service
Comm Staff.

3
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14. MILOB Command Net. The MILOB Command net would 1link the
various MILOB Sector HQs. The MILOB HQ will serve as the NCS.
This would be provided by the UN Field Service Comm Staff.

15. MILOB Sector Nets. The various MILOR Sectors would have
their own Radio Net. The Sector HQ would serve as the NCS and
would 1link the various teams. This comm facility would be
provided by the UN Field Service Comm Staff.

16. Back Up Systems. The under mentioned nets would have
separate nets which would act as back ups:
a. Force Command Net - VHF civil pattern to be provided
by UN Field Service Staff.
b. Force Admin Net - To be provided by UN field Service
Staff.
17. CIVPOL Net. The civil police branch of the UNAMIR II

establishment would be provided with comm facilities for it to
carry on its task. The NCS would be at the UN CIVPOL HQ. The comm
equipment and installations would be undertaken by the UN field

service comm staff.

18. Civilian Staff Net. This will 1link the wvarious key
appointment holders within the UNAMIR II civilian staff
The comm facilities would be provided by the UN

establishment.

field service civilian staff.

19. Political Staff Net. The political staffs at the Force
HQ would have a radio net. The net control center would be at

the Force HOQ. Tt would be provided by UN Field Service Comm
Staff.

20 Radio Teletypewriter (RTTY). All the station on the force
command net would be linked by RTTY. The radios to be provided
by the sig sgn would have a configuration to include TTYs to be
used in transmitting long messages and operational orders. The
provision, installation ard maintenance of this facility would

be the responsibility of the signal squadron.

4
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21. Summary of Radio Comm.

SL RADIO NET SUB STATION RESPONSIBILITY /
a Force Command/ FHQ (NCS) Signal Sgn
Secure Net All Bn
MILOB HQ
Supporting Units
HQ ,
b Force Command/ " Field Service
Secure Net Comm Staff /
Back up
c Force Admin/log " Signal Sqgn
Net
d Force Admin/Log Signal San
Net "
Back up ,
e Political Net Civilian Field Service ’
Political staff Comm Staff
f MILOB Ops Net MILOB HQ (NCS) Field Service
_ MILOB Sector HQs Comm Staff
g MILOB Sector MILOB Team HQ’'s "
Nets (NCS) Milob Teams ,
h CIVPOL Net UN CIVPOL " /
i Civilian Staff Civilian Staff "
Net
J RTTY As per serial a Signal Sgn
22. Mobile Commcen. The sig sgn would provide for at least

three mobile commcen fully equipped with at least Radio and RTTY
facilities for use by the Rapid Deployment Force and also for

emergency deployments.

TELEPHONE/FACSIMILE (FAX) FACILITIES

23. The provision of telephones and fax would be the sole
responsibility of the UN Field Service Communications Staff. A
minimum of two telephone lines and a separate line for fax would
be provided for each of the Bns, supporting and sub units using
VSAT to link the sector HQs (see Annex A) and rural telephones
to link the various sub sectors (see Annex B).

5 |
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24. International Direct Dialing Facilities (IDD) The fol key
appointment holders would have IDD facilities:

a. SRSG

b. Force Commander.

c. Executive Director

d. Cao.

e. DFC and COO. (ParalleZ line;

f. Humanitarian Cell and Media office. (parallel line)

g. Communication Center.
25. Inmarsat ‘C’ Terminals. Facsimile services will be provided
using INMARSAT satellite terminals from HQ UNAMIR II to selected
locations. Sectors Dbeyond the economic reach of other

communication systems suitable for facsimile will be provided
with Inmarsat. Operational spare equipment would be available for
short term deployments to locations in emergencies or for key
appointment holders. Two of the Inmarsat are already deployed
in Kigali and Kabale. Four are on hold in Nairobi. (see Annex C)

26. Inmarsat (with Internationa. Access). Single telephone
subscriber with international access using Inmarsat will be
available for telephone comm during emergency situations.

27. Private Automatic Branch Exchanges (PABX). Each bn/sector
HQ would be provided with an automatic exchange and enough
telephone boxes for internal comm by the Field Service Comm Unit.

SIGNAL DESPATCH SERVICES (SDS)

28. The FCS will organise a courier system which will provide
the hand delivery of registered official mail between UNAMIR HQ
and all deployed subordinate units. '

29. The SDS will comprise the fol:
a. Local Courier. Scheduled despatch services within
Kigali Sector. It would be organised twice daily using

motor cycles or vehicles as appropriate.

b. Area Courier. Scheduled despatch services between the
various sector using aircraft and vehicles. The daily
frequency of the Area Courier will depend on the levels of
operational activity.

6
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BATTALION/UNIT COMM

30. Bn/Unit will be totally responsible for the provision and
maintenance of its own comm needs.

ADMINISTRATIVE RESPONSIBILITIES

31. Force Communication Sgn as a UN formed unit will be
responsible for its autonomous administration and logistics.
As per doctrine, the Force HQ Defence Company (Tunisian) will be
under command for administration to the Force Comm Sgn , as will
be the Force HQ personnel. Force HQ Defence Company will assist
Force Comm Sgn in performing these administrative tasks.
Accommodation of the Defence Company and Force HQ personnel are
being handled separately by CAO/FOD. Although it is anticipated
the Force HQ and Force Comm Sgn would be billeted in hard
standing accommodation, it will require the normal bivouac type
capabilities for cooking, feeding, barbering etc. However Force
Defence Company would be operationally under command of Force HQ.
The strength of Force Comm Sgn up to 200 personnel Tunisian Coy
60 personnel and a Force HQ military component of 56 personnel.
Total maximum strength could be as high as 316 personnel.

L
May eneral
Force Commander

Distribution:
Action: Information:
External:
CAO
Force Comm Sgn
Field Service Comm Section SRSG
Milob Gp HQ
Byubat
Force Sp Coy
Tun Pl (+)
Internal: (Incoming Units)
DFC/COS
Ops Branch
C log O~
Pers Branch
Plans
HA Cell
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~ ANNEX A TQ 5 we

COMM REQUIREMENTS A

. UNITED NATIONS ASSISTANCE MISSION FOR RWANDA
- COMMUNICATIONS SECTION

o PROPOSED UNITED NATIONS OWNED TELEPHONE COMMUNICATIONS SYSTEM
f (FACSIMILE CAPABLE)

BUTARE BYULBA GITARAMA | | KIBUNGO
3.7m 3.7m 2.7m | | 3.7m
KABALE
[_37m
) ) KIGAL i
GISENYI | VSAT HUB 4.8m ! KIBUYE
~3.7m I 37m |
FORCE H.Q.
[ NAIROBI |
c.7m
I T T I
1 !
Fox e 'y [ L 1
GIKONGORO| RUHENGERI CYANGUGU | KIGAU
|cvansuay | ‘
Lﬂf_sim_ | 37m ‘1 | 37m . 37m |
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= " COMM REQUIREMENTS

®

UNAMIR |

~ UNITED NATIONS ASSISTANCE MISSION FOR RWANDA

COMMUNICATIONS SECTION

SPUR LINKS — PREFECTURE HEADQUARTERS to OUTSTATIONS
TELEPHONE/FACSIMILE SERVICES via RURAL LINKS

REMOTE REMOTE
OUTSTATION OUTSTATION
MAIN MAIN
OUTSTATION OUTSTATION - OUTSTATION OUTSTATION
| .
PREFECTURE
HEADQUARTERS
e.g BYUMBA
ll l - 1

QUTSTATION OUTSTATION OUTSTATION ‘ OUTSTATION
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‘ " COMM REQUIREMENTS -

UNAMIR

UNETED NAT!ONS ASSISTANCE MISSION FOR RWANDA
COMMUNICATIONS SECTION

PROPOSED INMARISAT —C NETWORK (MARISAT TERMINAL IS TRANSPORTABLE)
(TEXT ONLY)

[ KIGAU F KABALE | , ;’T'OC‘N 3 | LOC'N 4
[(INSTALLED) | (INSTALLED), 1_77 L L»—r—
T - 1 o | T

j INMARSAT SATELLITE
J INDHAN/ATLAN (1C OCEAN

i

L I 1 1
[OCN S LLO\J’N 6 TOCH 7 | [OCNE |

NOTE: FOUR (4) UNITS ON HOLD IN NAIRCB!
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UNAMIR
FORCE HQ
OPS BRANCH

/5 July 1994

3000.10(Ops)

See Distribution:

SUBJECT: USING CHANNEL FOR VHF_ COMMUNICATION

1. With immediate effect, HUMANITARIAN ASSISTANCE CELL and
MOVCON will use Channel 12 for VHF communication. However, they
will continue using the call signs currently used by them.

2, For action/information of all concerned.

OEEN U ED
Col .
For Force Commande

Distribution:
External:
Information:
CO GHANBATT )
Internal: .

Action:
CHAO
C MOVCON
HA Team
Information:
SRSG ~
Fe_ -
DFC K\em
CaAO ‘
CMO o \L) y
(o/e]0) K41>*
CMPO P
C Plan O o
C Log O
DCOO
French Chief LO
SDO (Ops Branch)
MIO (G-2)
Force Info Offr (Media Monitor)
MA to FC
MA to DFC
UNAMIR Military Spokesman
Camp Comdt .
¥
. [ 23 r. ¢
L. 2 :
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UNAMIR Force HQ
Operation Branch (Comm)

Kigali
] [ May 1994
1000.1/FC(COMM)
COMMUNICATION INSTRUCTIONS FOR
EXPANDED,UNAMIR FORCE - UNAMIR TI
INTRODUCTION
1. UNAMIR comms are provided by the UN Field Service Comm Staff

at present. With the proposals for the expansion of UNAMIR,
it would be difficult for the communication cell as it stands now
to meet the comm requirements of an expanded force.

2. The security environment in Rwanda has posed a problem for
the field service to operate. Additionally, the current strength
of the Field Service Comm Staff would not be able to meet comm
requirements of the rapidly deploying bns and supporting elements
within a reasonable time frame due to even accelerated

staffing procedur=ss.

3. Because <f tre essential role a dedicated and reliable comm
net work must play to enable UNAMIR II to undertake its tasks,
a Force Communication Squadron (FCS) is required. It will be
based on a military Signal Squadron which will have to be
integrated into the already existing UNAMIR Comm Cell.

ROLE OF THE FORCE COMMUNICATION SQUADRON (FCS)

4. The FCS will provide for the fol:

a. A capability to meet the primary operational command
and control requirements of UNAMIR II above unit level and
in addition support the administration/logistic comm
requirements.

b. A planning implementation assistance and technical
control of communication capability for the Force and be

able to access the needs of other deployed organizations

such as UNHCR and ICRC communications including appropriate
liaison asg required.

UNAMIR SIGNAL CELL

5. The Force Signal Officer will provide the operaticnal and
planning guidance on matters of comm for the Force.
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9. The fol radio nets should be established: ’
a. Force Command/Secure Net. /
b. Force Admin/Log Net.
C. Humanitarian Admin Nets X
a. MILOBYOpelxtional Net. /
e. MILOB Sector Nets. /
f. CIVPOL Net.
Civilian Admin Nets. f
Humanitarian Net. /
i. Political Staff Net.
10. Force Command/Secure Net. This will be the main voice

command net for operations. The net will link the Ops Rooms of ’
all the Inf Bns, Supporting Units and MILOB Headquarters. It
would be used for operational matters including verbal orders,
immediate sitreps and coordination of current ops only. Apart
from direct comm wich the HQ Cgs Room, whicn will be the Net
Control Station (NCS) all other comm would be with the permission /
of the NCS, and this would be on an alternative channel. The
provision of equipment and installations would be by the signal
sgqn down to all the outstations.

11. The Force Command Net would have a capability of
integrating an encryption system for the passage of confidential
and secret messages. The encryption system would be on limited
issue. This facility would also be provided by the signal sqgn.

12. Force admin/Log Net. This net will 1link all Bns, and
supporting units. It would solely be used for admin/log matters.
The net control station would be at the Force HQ Log Ops Cell co-
located with the ops cell. It will have a secure facility like’
the Force Comd Net. The installation and maintenance of this
net would be done by the signal sgn.

13. Humanitarian Net. The net would 1link the UNAMIR ITI
Humanitarian Cell to the various agencies providing humanitarian
services in Rwanda. The NCS would be at Force HQ Humanitarian
Cell Office. This would be established by the UN Field Servic
Comm Staff.

3 |
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14. MILOB Command Net. The MILOB Command net would link the
various MILOB Sector HQs. The MILOB HQ will serve as the NCS.
This would be provided by the UN Field Service Comm Staff.

15. MILOB_ Sector Netsg. The wvarious MILOB Sectors would have
their own Radio Net. The Sector HQ would serve as the NCS and
would link the various teams. This comm facility would be
provided by the UN Field Service Comm Staff.

16. Back Up Systems. The under mentioned nets would have
separate nets which would act as back ups:

a. Force Command Net - VHF civil pattern to be provided
by UN Field Service Staff.

b. Force Admin Net - To be provided by UN field Service
Staff.

17. CIVPOL_ Net. The civil police branch of the UNAMIR II
establishment would be provided with comm facilities for it to
carry on its task. The NCS would be at the UN CIVPOL HQ. The comm
equipment and installations would be undertaken by the UN field
service comm staff.

18. Civilian Staff Net. This will Ifink the various key
appointment holders within the UNAMIR II «civilian staff
establishment. The comm facilities would be provided by the UN
field service civilian staff.

19. Political Staff Net. The political staffs at the Force
HQ would have a radio net. The net control center would be at
the Force HQ. It would be provided by UN Field Service Comm
Staff.

20 Radio Teletypewriter (RTTY). Aall the station on the force
command net would be linked by RTTY. The radios to be provided
by the sig sgn would have a configuration to include TTYs to be
used in transmitting long messages and operational orders. The
provision, installation ard maintenance of this facility would
be the responsibility of the signal squadron.

4
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21. Summary of Radio Comm.
SL RADIO NET SUB STATION RESPONSIBILITY
a Force Command/ FHQ (NCS) Signal Sgn
Secure Net All Bn
MILOB HQ
Supporting Units
HQ
b Force Command/ " Field Service
Secure Net Comm Staff
Back up
c Force Admin/log " Signal Sgn
Net
d Force Admin/Log Signal Sgn
Net "
Back up
e Political Net Civilian Field Service
Political staff Comm Staff
f MILOB Ops Net MILOB HQ (NCS) Field Service
MILOB Sector HQs Comm Staff
g MILOB Sector MILOB Team HQ’s "
Nets (NCS) Milob Teams
h CIVPOL Net UN CIVPOL "
i Civilian Staff Civilian Staff "
Net
3 RTTY As per serial a Signal Sgn
22. Mobile Commcen. The sig sqgn would provide for at least

three mobile commcen fully equipped with at least Radio and RTTY
facilities for use by the Rapid Deployment Force and also for
emergency deployments.

TELEPHONE/FACSIMILE (FAX) FACILITIES

23. The provision of telephones and fax would be the sole
responsibility of the UN Field Service Communications Staff. A
minimum of two telephone lines and a separate line for fax would
be provided for each of the Bns, supporting and sub units using
VSAT to link the sector HQs (see Annex A) and rural telephones
to link the various sub sectors (see Annex B).

5
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24. International Direct Dialing Facilities (IDD) The fol key
appointment holders would have IDD facilities:

a. SRsG /

b. Force Commander. v

c. Executive Director v/

d. cao. v

e. DFC and COO. (Parallel linej

f. Humanitarian Cell and Media office. (parallel line) v

g. Communication Center.
25. Inmarsat 'C’ Terminals. Facsimile services will be provided
using INMARSAT satellite terminals from HQ UNAMIR II to selected
locations. Sectors beyond the economic reach of other

communication systems suitable for facsimile will be provided
with Inmarsat. Operational spare equipment would be available for
short term deployments to locations in emergencies or for key
appointment holders. Two of the Inmarsat are already deployed
in Kigali and Kabale. Four are on hold in Nairobi. (see Annex C)

26. Inmarsat (with Internationa. Access). Single telephone
subscriber with international access using Inmarsat will be
available for telephone comm during emergency situations.

27. Private Automatic Branch Exchanges (PARX). Each bn/sector
HQ would be provided with an automatic exchange and enough
telephone boxes for internal comm by the Field Service Comm Unit.

SIGNAL DESPATCH SERVICES (SDS)

28. The FCS will organise a courier system which will provide
the hand delivery of registered official mail between UNAMIR HQ
and all deployed subordinate units. '

29. The SDS will comprise the fol:
a. Local Courier. Scheduled despatch services within
Kigali Sector. It would be organised twice daily using

motor cycles or vehicles as appropriate.

b. Area Courier. Scheduled despatch services between the
various sector using aircraft and vehicles. The daily
frequency of the Area Courier will depend on the levels of
operational activity.

6
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BATTALION/UNIT COMM

30. Bn/Unit will be totally responsible for the provision and
maintenance of its own comm needs.

ADMINISTRATIVE RESPONSIBILITIES

31. Force Communication Sgn as a UN formed unit will be
responsible for its autonomous administration and logistics.
As per doctrine, the Force HQ Defence Company (Tunisian) will be
under command for administration to the Force Comm Sgn , as will
be the Force HQ personnel. Force HQ Defence Company will assist
Force Comm Sgn in performing these administrative tasks.
Accommodation of the Defence Company and Force HQ personnel are
being handled separately by CAO/FOD. Although it is anticipated
the Force HQ and Force Comm Sgn would be billeted in hard
standing accommodation, it will require the normal bivouac type
capabilities for cooking, feeding, barbering etc. However Force
Defence Company would be operationally under command of Force HQ.
The strength of Force Comm Sgn up to 200 personnel Tunisian Coy
60 personnel and a Force HQ military component of 56 personnel.
Total maximum strength could be as high as 316 personnel.

LT.A
Ma eneral
Force Commander

Distribution:
Action: Information:
External:
CAO
Force Comm Sgn
Field Service Comm Section SRSG
Milob Gp HQ
Byubat
Force Sp Coy
Tun P1 (+)
Internal: (Incoming Units)
DFC/COS
Ops Branch
C log O
Pers Branch
Plans
HA Cell
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. UNITED NATIONS ASSISTANCE MISSION FOR RWANDA
- COMMUNICATIONS SECTION

- ANNEX A TQ ¢ v

UNAMIR

COMM_REQUIREMENTS

PROPOSED UNITED NATIONS OWNED TELEPHONE COMMUNICATIONS SYSTEM
(FACSIMILE CAPAGLE)
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T » COMM _REQUIREMENTS
\i\-\ TR UNITED NATIONS ASSISTANCE MISSION FOR RWANDA
| COMMUNICATIONS SECTION

SPUR UNKS — PREFECTURE HEADQUARTERS to OUTSTATIONS -
TELEPHONE/FACSIMILE SERVICES via RURAL LINKS

REMOTE REMOTE |
OUTSTATIO | OUTSTATIO
MAIN MAIN o
OUTSTATION OUTSTATION - OUTSTATIO OUTSTATION
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| T T N
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 ANNEX C TO 25
" COMM REQUIREMENTS ~

UNAMIR
UNHED NAT!ONS ASSISTANCE B4ISSION FOR RWANDA
COMMUNICATIONS SECTION

PROPOSED INMARISAT—C NETWORK (MARISAT TERMINAL IS TRANSPORTABLE)

(TEXT OKLY)
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NOTE: FOUR (4) UNITS ON HOLD IN NAIROB!
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UNAMIR
Force HQ
s - Ops Branch
3000.6(FSO) /Ops :
29 Mar 94.
See Distr:

FORCE HO COMM CENTER WORKING HOUR

1. This is to inform that working schedule of Comm Center of
Force HQ is given below:

a. On working days from 0700 hrs to 2100 hrs.

b. On%eek ends and on public holidays from 0900 hrs to
1300 hrs. '

C. on RED alert state from 0900 hrs to 1300 hrs.

2. During any emergency or immediate requirement Comm Staff
will be available 24 hrs on call basis. Detail information of
persons to contact are given below:

a. Mr Shuji Ashima Radio call sign: CHARLIE 21
Room # 20 A on Ch-9
Village Urugwiro
Tel: 86656/84459

b. Mr Nelson Barrios Radio call sign: CHARLIE 21 N
Room # 20 C on Ch-9
-Village Urugwiro- : :
Tel : 86656/84459
3. Please appreciate that there is a shortage of comm staff and
only on immediate ops requirement the above mentioned staff may

be contact after working hours. g;;;;

"FUAD M M ALI

Sgn Ldr

Force Sig Offr
Distr:

Internal:

FC’s Office
DFC’s Office
Chief Comm Offr

External:

Kigali Sector HQ

MILOB Gp HQ

DMZ Sector HQ

Log Coy =~ - = o '
UN CIVPOL - ‘ UN RESTRICTED
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— UNAMIR

Force HQ
- Ops Branch
3000/1/ops \‘} Feb 94
See Distribution:

Subject: "GRASSHOPPER"

Ref: Force HQ Operational Instruction No 1 (not to all) dated 11 Feb 94,

From : Force HQ
To : Kigali Sector HQ
RV : Force HQ
Golf Hour : 131500 Feb 94
Task : "GRASSHOPPER"
ASRA
Colonel
Chief Oferations Officer
Distribution:
External:
Action:
Kigali Sector HQ
Info:
RUTBAT y
SRSG's Office
CAO' Division
Internal:
Action: 4
COO
Info:
FC
UN RESTRICTED
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UNAMIR

Force HQ

Ops Branch

Kigali
3000/1/0ps : /| Feb 94
Subject: OPERATIONAL, INSTRUCTION NO 1
1. General. Meeting of VVIPs and visits by high dignitaries

do take place at H@, UNAMIR. Such meetings and visits often call
for special security measures at this HQ.

2. Aim. The aim of this instruction is to 1lay down the
procedures for ensuring adequate security at HQ, UNAMIR.

3. Procedure

a. This special measure will be initiated by codename
"GRASSHOPPER™".

b. The meeting hour will be called "GOLF HOUR".

c. GRASSHOPPER implementation is a priority task.

d. Detail actions at various level is given at annex ‘A’.

4. Example of Tasking

a. From: FHQ
b. To: Kigali Sec HQ
C. RV: FHQ
d. Golf Hour: 121000 Feb 94
e. Task: "GRASSHOPPER"
5. The above is forwarded for information and necessary action
please.
At
A DAL E
B e
Force Commander
ANNEX: One

1 : [ /
UN RESTRICTED M“ﬁ Mo - .
2340 LAe Wolbeleb R 2o

3. mmj 2anid ,
4. éry, Loe Dodha "=~




Distribution:

External:

Action:
Kigali Sec HQ
DMZ SEC HQ
MILOB Gp HQ
SRSG’s Office
CAO’s Division
CIVPOL’s Division
Force Engr Coy
Force Log Coy
Force Med Pl
Force MP Sec

Internal:

Action:
Camp Comdt
Sr Duty Officer
Duty Officer

Info:

FC
DFC

UN RESTRICTED
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"GRASSHOPPER" TASK

Annex A

ACTION BY

LEVEL DESCRIPTION
(a) (b) (©) @) (e)
1 SECURITY a. Reinforce tactical guard of UNAMIR HQ by | Kigali Sec Comd Platoon arrives at GOLF MINUS ONE
additional ONE platoon hour
b. Briefing of guard platoon COO/DCOO Platoon installed at GOLF MINUS 45
c. No access to HQ allowed to civilians: | All Divisions/Camp Comdt minutes
visitors, contractors, workers, work- All civilian visitors to leave by GOLF
seekers, ... MINUS ONE hour
d. Security check of Force HQ, 20 minutes | Camp Comdt/Guard Comd If GOLF hour is AM: nobody to park his
before the beginning of the meeting and vehicle on those places at arrival 08.00
every hour during the meeting Hrs
e. All non UNAMIR armed escorts are to stay If GOLF hour is PM: nobody to park his
inside the premise, with their vehicle(s), vehicle on those places at arrival 14.00
WEAPONS SLUNG Hrs
f. Parking area adjacen} to HQ building to be | Camp Comdt/Guard Comd
cleared
2 | ORDER a. Quietness to be ensured in the Force HQ, | Camp Comdt, monitored by
especially in the lobby, during the entire | Duty Offr
meeting
b. Conference room to be installed: OHP, | Camp Comdt Following the instructions of organizing
maps, flip-chart, tables, chairs, ... authority
3 | PROTOCOL a. SRSG's/FC's office to communicate the List to be sent to Ops Branch and Kigali
VVIP's attending the meeting Sec Comd
b. Escorts to be provided (as per usual | Kigali Sec Comd/CMO/CLO
practice)
c. Representative at the main gate for VVIPs | Concerned Division Representative to be present at GOLF
identification MINUS 15 minutes
4 |INFO All personnel at UNAMIR HQ to be | COO/DCOO/MIO

advised of "GRASSHOPPER" meeting
through internal office meme and
communication board at stairway's in the
lobby
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UN RESTRICTED

Ops Branch
Force HQ

3000.6 (MSO) /Ops 4 & Jan 94
See Distr :

SIGNAIL. TNSTRUCTIONS FOR UNAMIR MILITARY COMPONENTS

1. Enclosed, pl find Sig Instr of UNAMIR Mil Components. This is in
addition to the previous Sig Instr dated 04 Jan 94.

2. Pl issue this instr to all concerned under your comd.

3. Regards.

g,/i %/

FUAD MM ALI
Sgn Ldr
Mil Sig Offr

Distr:
Action:
Internal:

Force Comd
UNAMIR

External:
Kigali Sector HQ
Milob Gp HQ
DMZ Sector HQ
UNOMUR, Kabale
RUTBAT

KIBAT

Mov Con Pl
Med Elem

Log Coy

Engrs Coy Gp

UN RESTRICTED
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UN RESTRICTED
3000.6(MSO) /Ops

SUB: STGNAT, INSTRUCTION

1. It has been observed with concern that Signal Instruction of
UNAMIR dated 04 Jan 93 has not been distributed by Sectors/Units to
their under Comds/Units as was instructed to do so. As a result many
users did not get the opportunity to go through the Sig Instr and are
not complying with Sig Instr which is detrimental to radio discipline.
Force Comd has expressed his dissatisfaction on overall radio
discipline. However he hopes that all user will comply with Sig Instr.
All sectors/units comds are requested to ensure that radio discipline
is strictly maintained in their respective comd nets. All radio user
are once again requested to read carefully the Sig Instr issued
earlier. Fol obsns were noted and needs every user’s attn :

a. Routine Call/Radio Check. It has been decided that Net
Control of UNAMIR will carry out radio check as fol:

(1) For all user. Control Net of each comd will
carry out all users’ radio check on fol time :
(a) 1st check : 0900 hrs
(b) 2nd check : 1800 hrs

(2) The NET CONTROL will transmit the fol words™ ALL
STATION CALLING, ALL. STATION CALLING THIS IS RT CHECK. PL
REPLY IN ORDER OF CALL SIGN SENIORITY OVER."™

(3) In case a user does not respond to this test call,
the Net Control will try to contact the user through other
user of the net or over other means of comm. Duty Offr/Net
Controller is to make an occurrence in the 1log book
regarding the subject matter .

(4) Routine Call. In routine call only the Ops Rooms/Duty
Rooms will respond to Force HQ Ops Room as per alphabetical
order. The radio check will be as per the timing of the Sig
Instr of 4 Jan 94.

2. Unauthorised Call Sign. Some user are using call signs as per
their own will which is a breach of radio discipline. All call signs

are to be approved by Ops Br of Force HQ. Till such time call sign are
not approved, user are requested not to interfere into the nets which
creates confusion to the other users. An additional approved call sign
list of CH-7 is enclosed as Annx-A to this letter.

3. Switching Off a Set. Pl refer to Sig Instr Para 9-e. All are to
comply with this instruction.

4. Changing to a Channel of Another Net. Pl refer to Sig Inst Para
9-g. You may use your own call sign while transmitting in another net.
Other instr of this para will remain unchanged.

UN RESTRICTED




/ Additional VHF Comm Channel.

5.

UN RESTRICTED

An additional channel, CH-17 has been incorporated to UNAMIR comm

net for limited users. The freq of this channel is also used by UNDP
staff. The main purpose of keeping UNDP freqg in this net is that UN
Chief of Security, Mr Jean Francois Fevrecan can easily be available
on this freq. Moreover he is also responsible for any emergency
evacuation from this country. This freq can be identified as emergency

freq.

6.

VHF sets which are programmed for scan mode will be able to

monitor all conversation in different channels staying in their
respective channel provided the sets are switched to scan mode.

7'

8.

User CH-17. The following personnel are provided with CH-17
facility:

a. Force Comd and his personal staffs.
b. UN Chief of Security.

c. Duty Offr Force HQ.

d. Kigali Sect Comd.

e. Kigali Sect HQ Ops Room.

Call Sign. The fol call signs are valid in Ch-17 only:
a. Force Comd and his personal staffs. - ECHO

b. UN Chief of Security. - MUSTACHE
c. Duty Offr. - DUTY OFFR
d. Kigali Sect Comd. - K9

e. Kigali Sect HQ Ops Roon. - KO

Note: In order to transmit in Ch-17 in handy talkie, switch to
CH-12 of your set, provided it is programmed for the channel.

Qi

FUAD M M ALI
Sqn Ldr
For COO

Pl distr this instr to all concerned.

43 Jan 94

UYOUR TRANSMISSION
MAY BE MONITORED AND TAPEDY

UN RESTRICTED

-

;




