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^TJie T)ata inspection 'Beards
task is to strike the correct balance between the
individual's right to privacy anil society's need o£

elective data processing. 'Privacy must be
protected without unnecessarily

preventing or complicating the use
efa new technology.

<~[Jte T)ata inspection "Board
works to prevent encroachment upon privacy
and supervises that authorities, companies,

organisations and individuals follow the T>ata
f{cl and the T)e6t Recovery and Credit
information /(cts. T)ata processing o£

personal particulars must net
uiolate the rights t)£ the individual.

<~[Jie "Data ̂ Inspection 7$eard
also supervises that ^ebl-collecting and

credit-rating companies mark according to sound
and accepted norms and practices.

*~Uie T>ata inspection 'Board
helps individuals whose privacy

has keen invaded.



Time to
bring back

A word from the Director-General

The information society and the inherent increase
in computerisation mean that registration of per-
sonal data is becoming more common. Naturally,
we must provide tax authorities and similar agen-
cies with the information they require for their
work. But this does not mean that the same infor-
mation can be sold on for commercial purposes. It
is in striking the correct balance between the indi-
vidual's concern for privacy on the one hand and
justifiable public interest on the other, that the
Data Inspection Board plays a key role.

High time to think again
It is worth considering the role of the individual in
tomorrow's information society. What could so
easily happen is that the system will control the
people rather than the other way round. That is why
it is more important than ever to bring back anony-
mity and make more room for personal space.

Until now, data protection authorities through-
out the world have concentrated on regulating
the use of data files. It is high time to think again.
It is no longer merely a question of how the files
are used, but also of how much data actually
needs to be registered.

A new and final EC Directive on protection of
personal information was adopted in the summer
of 1995. I am pleased that the directive supports
the idea that modern legislation on privacy must
be independent of technology. Swedish law must
be adapted to this directive within three years.

An authority undergoing change
The Data Inspection Board is an authority in a
changing phase. In the future, the Board will focus
its resources on inspecting important and sensitive
files. In order to make this possible, we have im-
proved our organisation and streamlined our
working routines. We have also connected oursel-
ves to the Internet and recently received the gov-
ernment's permission to publish our diary on-line
and our case histories on CD-ROM.

The Data Inspection Board has taken the first
step into the information society of the future. A
changing society, but one in which the privacy of
the individual will not be jeopardised.

Stockholm, September 1995

Anitha Bondestam



Protection of privacy
a question

of
Operations The Data Inspection Board

has the following areas of
operation: permits, supervision, information,
issuing regulations, information technology and
financing. The Board's activities are conducted
in four organisational units.

Permits
The Permits and Supervision Unit handles appli-
cations in accordance with the Data Act and the
Debt Recovery and Credit Information Acts. The
Unit handles complaints received by the
Board, carries out inspections and follows up
supervisory activities.

Anyone who wishes to process sensitive per-
sonal particulars on a computer, or link and match
files of personal data, must apply for a permit
from the Data Inspection Board. A permit contains
directives as to how the information must be
handled and protected. Directives and general ad-
vice are produced with the aid of the Legal Unit.

Supervision
Supervision takes the form of on-site inspec-
tions, questionnaires or other checks by tele-
phone or letter. The Data Inspection Board has
increased the volume of supervisory activities
conducted on its own initiative. In the field of
information technology, technical analyses are
carried out in order to persuade others to
develop data systems where privacy issues are
taken into account.

Information
The Information Unit informs authorities, com-
panies, organisations and the public about rele-
vant legislation, the activities of the Board and
the importance of protecting privacy. Informa-
tion material is produced and distributed in or-
der to minimise abuse and prevent incorrect
procedures in data processing of personal parti-
culars: The Data Inspection Board's information
strategy means that all employees actively work
with external information. The administrative
officials provide a written basis for informa-
tion material and give lectures at conferences,
courses, universities and colleges.

Issuing Regulations
The Legal Unit examines and gives opinions on
reports from commissions of enquiry and on
government bills so as to ensure that new laws
and ordinances protect personal information in
an adequate manner. The Unit assists the Per-
mits and Supervision Unit with legal matters
concerning directives and general advice. The
Unit also monitors international activities
within the Board's area of responsibility.

Financial Administration
The Financial Administrative Unit is responsible
for the Board's internal administrative, finan-
cial and personnel work. The Unit also handles
licences under the Data Act. Revenues from
licences and other fees must cover the Data In-
spection Board's costs.



The Data Act
Anyone who registers personal data in a computer file
must apply to the Data Inspection Board for a

licence.
For some files a special permit is required from

the Data Inspection Board in addition to the licence.
This permit contains directives which it is a criminal
offence to contravene.

Three types of registration require a permit:
• files with sensitive information about or assess-

ments of people,
• files of persons who are not connected with the per-

son responsible for the file, for example people who
are not employees, customers or students.

• linking and matching two or more files of personal
data.
There must be an up-to-date list of the files of per-

sonal data kept in a company.
Private individuals are entitled once a year to re-

quest that an extract from the file be provided free of
charge to enable them to check that the information it
contains about them is correct.

The Credit Information Act
Credit-rating agencies collect information about the
financial position of companies and about the finan-
cial and personal circumstances of individuals.

Everyone over the age of 15 is on the computer files
of Sweden's two largest credit-rating agencies.

Anyone planning to conduct credit-rating opera-
tions normally requires a permit from the Data Inspec-
tion Board, which among other things carries out in-
spections in order to ensure that the operations are
being conducted in a proper manner.

Particulars concerning a private individual may only
be provided if there is a legitimate need, for
example an investigation into creditworthiness. The
person concerned must always receive a copy of the in-
formation that has been supplied.

Negligence on the part of a credit-rating agency can
result in liability to pay damages and those responsible
may be fined or imprisoned.

The Debt Recovery Act
A person who collects debts on behalf of another per-
son or debts which have been taken over for collec-
tion, normally requires a permit from the Data Inspec-
tion Board.

In order for such permission to be granted, someone
in the company's management must have professional
experience of debt collection and be a discerning per-
son.

The Data Inspection Board judges whether these de-
mands are met. Debt collecting must be conducted in
accordance with sound debt collection practice, that is
to say the debtor must be treated in a COITeCt and
professional manner. The Data Inspection Board
ensures that these rules are adhered to. This is achie-
ved by inspections and other means.

According to practice, files of personal data used in
debt collection operations may not contain value
judgments about people.



Important

between
different

interests

Operative goals According to the official gov-
ernment document which con-

trols the activities of the Data Inspection Board in
1995/96, the overall goal is to work for and carry out
surveillance to ensure that automatic data processing
of personal information does not result in improper in-
trusion into personal privacy and to ensure that sound
practice is observed in debt collection and credit infor-
mation operations. This goal is to be achieved without
unnecessarily preventing or complicating the use of
new technology.

Increased supervisory activities
As operative goals the government states:
• that the inspection activities carried out by the Data

Inspection Board must be at least as extensive as in
1994/95.

• that the average consideration period for permit ap-
plications must not exceed three months.

• that the Data Inspection Board's information activi-
ties must increase knowledge of the rules designed to
protect privacy among responsible keepers of data
files.

• Furthermore, the Data Inspection Board must report
on how its supervisory activities have been conduc-
ted and what site inspections have revealed about
data security.

The correct balance
In line with the above, the Data Inspection Board has
adopted the following goal for its operations:
• in accordance with the Data Act and the Debt Reco-

very and Credit Information Acts, to strike the cor-
rect balance between the privacy interests of the in-
dividual and legitimate opposing public interests.
This will be achieved by meeting lawful demands for
law and order and protection of the privacy of the
individual, without unnecessarily preventing or com-
plicating the use of technology.

Broad expertise
Furthermore, under adopted goals the Data Inspection
Board must:
• by issuing directives, decisions on permits, comments

on applications, and by providing information to re-
sponsible keepers of data files, raise awareness of
the need of ethical, legal and technical protection of
personal privacy without jeopardising sound devel-
opment of information technology,

• by providing persons whose data is on file with infor-
mation about legislation, practice and applicable
rules in general, make current rules and regulations
known, and provide them with adequate opportuni-
ties to exercise their rights,

• by information and supervision ensure that re-
sponsible keepers of data files respect the rules in
the Data Act and the Debt Recovery and Credit In-
formation Acts and that individuals have confidence
in the Data Inspection Board as a supervisory authority.

• by its own expertise and credibility in its field, in-
fluence IT development in a positive manner in
Sweden and abroad.

• by the broad expertise of the Board and each in-
dividual employee and through flexible working
methods, achieve a high |
level of efficiency. Key ratios



| ; 1994/95 1993/94 1992/93 1991/92

Turnover (SEK OOOs)

Total costs (SEK OOOs)

Cost coverage (%)

Number of employees
(as of 30 June)

Women/men (%)

Total costs/employee (SEK OOOs)

Total number of completed matters

Completed matters/employee

Total number of licence-holders

23,855

22,854

105

40

23,919

21,680

113

44

25,047

22,020

114

42

58/42 ' 60/40

571 ' 492

8,272 ' 8,770

207 199

54,330 53,192

62/38

524

22,103

21,636

102

46

59/41

470

8,616 12,671°

205

51,642

275

49,458

! 1990/91

20,394

19,844

103

45

56/44

441

4,353

97

I

44,647

O During 1991/92 approximately 6,000 matters from the Church of Sweden were handled in accordance
with simplified procedures.

Costs (SEK OOOs)
No. permits issued
Cost/permit matter (SEK)

6,822 6,150
6,787 6,923
1,005 i 888

Costs (SEK OOOs) 3,508
No. completed matters : 1,081
Cost/completed matter (SEK)

Costs (SEK OOOs)
Licence fees (SEK OOOs)
Printed material (SEK OOOs)

Costs (SEK OOOs)
No. new statutes
No. replies to referrals

Costs (SEK OOOs)
Average no. licences
Revenues (SEK)

3,245

7,815
795
234

2,133
4

72

2,575
53,761
20,237°

3,810
1,257
3,031

6,855
743
268

2,366
4

91

2,499
52,417
20,615

+ 11
-2

+ 13

-8

-14
+ 7

+ 14
+ 7
-1

-10
0

-21

+ 3
+ 3|
-2

& Due to an increased number of licences, fees were decreased in 1995.



addresses

/Hail:
'Bex 8114

"Datainipektionen @ 3ia.se

+ 46-8-652 86 52
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